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User Info
First Name:
Middle Name:
Last Name:

Credit Card Statement
Name:

Email:

Business Info
Name:
URL:

Customer Service Phone:

Liufang

Yang

YANGLIUFANG

Account Info
Account Status:
Account #:
Account Type:
Time Created:

Financials
Account Balance:

Total Amount Sent (USD
Equiv):

yangliufang89@gmail.com

Total Amount Received:

Amount Received:
(A month is determined by
user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Limited - High

I >3

Premier - Chinese Verified (China)

Apr 2, 2012 12:41:54 GMT+08:00

$0.00 USD
$0.00 USD

$10,933.00 USD

Current Month: -$150.00 USD
Last 3 Months:  $10,648.00 USD

$0.00 USD
$0.00 USD

$0.00 USD* (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail
E-mail Primary Confirmed Active
yangliufang89@gmail.com ' ' W
Aliases
Name Login Alias Privileges Active
Phone numbers
Phone Number Type Confirmation Status
] Home Unconfirmed - No Attempt
I Home - Deleted Unconfirmed - No Attempt
Addresses
Date Entered Address Use
5/23/2012
4/1/2012 (Home)
IP Summary
1Ps Logins First Used Last Used Status
116.23.159.124 1 Oct 30, 2012 22:30:00 GMT+08:00 Oct 30, 2012 22:30:00 GMT+08:00
59.42.235.206 1 Oct 28, 2012 23:42:04 GMT+08:00 Oct 28, 2012 23:42:04 GMT+08:00
14.147.97.160 1 Oct 25, 2012 01:07:25 GMT+08:00 Oct 25, 2012 01:07:25 GMT+08:00
59.42.61.183 1 Oct 15, 2012 02:15:41 GMT+08:00 Oct 15, 2012 02:15:41 GMT+08:00
113.88.143.137 3 Oct 13, 2012 13:32:55 GMT+08:00 Oct 13, 2012 14:43:05 GMT+08:00
183.40.77.232 1 Oct 3, 2012 09:23:41 GMT+08:00 Oct 3, 2012 09:23:41 GMT+08:00
116.23.159.216 1 Sep 29, 2012 01:37:16 GMT+08:00 Sep 29, 2012 01:37:16 GMT+08:00
183.5.191.172 2 Jul 26, 2012 18:51:41 GMT+08:00 Jul 26, 2012 18:56:03 GMT+08:00
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116.23.0.177 1 Jun 8, 2012 19:02:58 GMT+08:00 Jun 8, 2012 19:02:58 GMT+08:00
14.145.188.129 1 Jun 7, 2012 21:08:57 GMT+08:00 Jun 7, 2012 21:08:57 GMT+08:00
218.19.204.222 1 Jun 6, 2012 23:11:58 GMT+08:00 Jun 6, 2012 23:11:58 GMT+08:00
116.23.0.196 1 Jun 6, 2012 16:00:03 GMT+08:00 Jun 6, 2012 16:00:03 GMT+08:00
183.5.190.79 2 May 31, 2012 17:03:06 GMT+08:00 May 31, 2012 17:15:28 GMT+08:00
116.23.2.214 1 May 23, 2012 16:44:39 GMT+08:00 May 23, 2012 16:44:39 GMT-+08:00
14.147.96.237 2 May 18, 2012 01:33:25 GMT+08:00 May 18, 2012 01:45:37 GMT+08:00
59.42.62.13 1 May 9, 2012 13:05:10 GMT+08:00 May 9, 2012 13:05:10 GMT+08:00
14.147.99.40 1 May 8, 2012 15:40:53 GMT+08:00 May 8, 2012 15:40:53 GMT+08:00
14.147.96.225 1 May 7, 2012 23:56:29 GMT+08:00 May 7, 2012 23:56:29 GMT+08:00
116.23.158.243 2 May 4, 2012 11:22:14 GMT+08:00 May 4, 2012 11:23:34 GMT+08:00
183.41.85.14 1 May 3, 2012 16:03:35 GMT+08:00 May 3, 2012 16:03:35 GMT+08:00
183.41.87.38 1 May 3, 2012 15:27:54 GMT+08:00 May 3, 2012 15:27:54 GMT+08:00
219.137.165.243 (Signup) 6 Apr 2, 2012 12:41:55 GMT+08:00 Apr 2, 2012 12:53:09 GMT+08:00
IP Protection | Disabled [Toggle]

Restrictions
Restriction Attack Case ID Time Restricted Time Lifted
SRO - Suspicious Merchant Identity Jan 1, 2013 02:37:51 GMT+08:00
AUP Account Closure May 3, 2012 16:27:20 GMT+08:00

Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual Active Confirmed FEBERT Loz 523 CN [ pES

(rand dep)

Credit cards

Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file

Debit cards

Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file

Secure Card Attributes

Billing Address:

Secure Card Numbers: | N/A
[View all card numbers]

Backup Funding Source: | N/A
Daily Spending Limit I $500 vl

PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status:
Funding Source Availability: | Disabled
Authorized Users: | Not Available

[View History]

Auctions

Auction User ID Auction Manager

User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method
https://admin.paypal.com/cgi-bin/admin 12/31/2012



FIT Page - PayPal Administrative Tools Page 3 of 3
Case 1:12-cv-09338-SAS Document 25-1 Filed 06/06/13 Page 4 of 80

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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User Info Account Info
First Name: | darong Account Status: | Limited - High
Middle Narme: Account #: | [ G311 7°
Last Name: | deng Account Type: | Premier - Chinese Verified (China)
SSN: Time Created: | Mar 18, 2010 00:19:12 GMT+08:00
TIN: Financials
Doe: | I Account Balance: | $8.11 USD
Credit Card Statement | PONG2987 Total Amount Sent (USD | $11,047.52 USD
Name: L
Equiv):
Email: | pong2987@126.com
Total Amount Received: | $18,636.22 USD
Business Info Amount Received: | Current Month: $0.00 USD
Name: (Amonthis determined by | ¢ 3 \jonths: $1,146.00 USD
user's signup date, NOT by T o
URL: a calendar month) $200.00USD
$189.00 USD
Customer Service Phone:
Pending Balance To Be
Released:
Minimum Reserve | $8.11 USD* (0 % - $0.00 USD)
Balance: | $8.11 USD [Details]
Rolling Reserve Balance: | $0.00 USD* (0 % - O days) [Details]
E-mail
E-mail Primary Confirmed Active
pong2987@126.com W W W
Aliases
Name Login Alias Privileges Active
Phone numbers
Phone Number Type Confirmation Status
] Home Unconfirmed - No Attempt
I Work Unconfirmed - No Attempt
Addresses
Date Entered Address Use
3/17/2010 (Home)

IP Summary

1Ps Logins

First Used

Last Used

Status

58.62.179.55

58.62.149.57

58.62.139.181
58.62.137.231
58.62.136.152
58.61.224.118
58.62.179.196
58.61.226.156
58.62.208.175
58.62.211.97

58.62.179.204

B R R NP P P P P NP

Aug 29, 2012 10:08:39 GMT+08:00
Aug 28, 2012 13:49:33 GMT+08:00
Aug 24, 2012 23:29:16 GMT+08:00
Aug 23, 2012 09:42:29 GMT+08:00
Aug 23, 2012 00:07:47 GMT+08:00
Aug 16, 2012 22:40:22 GMT+08:00
Aug 6, 2012 01:04:55 GMT+08:00

Jun 22, 2012 15:41:15 GMT+08:00
Jun 21, 2012 21:32:40 GMT+08:00
Jun 21, 2012 01:25:16 GMT+08:00
Jun 12, 2012 20:37:11 GMT+08:00

https://admin.paypal.com/cgi-bin/admin

Aug 29, 2012 10:08:39 GMT+08:00
Aug 28, 2012 22:22:44 GMT+08:00
Aug 24, 2012 23:29:16 GMT+08:00
Aug 23, 2012 09:42:29 GMT+08:00
Aug 23, 2012 00:07:47 GMT+08:00
Aug 16, 2012 22:40:22 GMT+08:00
Aug 6, 2012 01:04:55 GMT+08:00

Jun 22, 2012 15:43:26 GMT+08:00
Jun 21, 2012 21:32:40 GMT+08:00
Jun 21, 2012 01:25:16 GMT+08:00
Jun 12, 2012 20:37:11 GMT+08:00
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58.61.226.141
58.61.225.32
58.62.151.56
58.61.226.105
58.62.182.29
58.62.182.220
58.62.138.105
58.61.227.249
58.62.150.74
58.62.143.37
58.61.226.218
58.62.149.101
58.61.227.195
58.61.225.21
58.62.64.202
58.62.51.233
58.62.228.90
58.62.74.0
58.62.230.78
58.62.37.146
58.62.38.78
58.62.49.104
58.62.65.13
58.62.51.118
58.62.227.7
58.62.227.174
58.62.67.134
58.62.37.46
58.62.38.3
58.62.68.187
58.62.230.197
58.62.224.38
58.62.51.14
58.62.36.52
58.62.225.62
58.62.226.235
58.62.224.200
58.62.38.172
113.82.98.83
58.62.229.17
58.62.230.94
58.62.66.2
58.62.38.185
58.62.66.142
58.62.225.242
58.62.224.192
58.62.230.31
58.62.69.236
58.62.70.54
58.62.51.106
58.62.65.166
58.62.67.34
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Feb 9, 2012 00:39:09 GMT+08:00

Jan 15, 2012 19:56:58 GMT+08:00
Jan 9, 2012 15:54:57 GMT+08:00

Jan 4, 2012 14:30:09 GMT+08:00

Dec 18, 2011 22:41:02 GMT+08:00
Dec 17, 2011 19:46:18 GMT+08:00
Dec 16, 2011 14:46:31 GMT+08:00
Dec 14, 2011 18:01:49 GMT+08:00
Dec 12, 2011 21:24:52 GMT+08:00
Dec 5, 2011 22:37:38 GMT+08:00

Oct 20, 2011 23:50:00 GMT+08:00
Mar 9, 2011 14:16:07 GMT+08:00

Mar 2, 2011 21:45:50 GMT+08:00

Feb 25, 2011 20:20:42 GMT+08:00
Feb 15, 2011 13:45:43 GMT+08:00
Feb 10, 2011 22:31:12 GMT+08:00
Dec 30, 2010 16:30:35 GMT+08:00
Dec 23, 2010 19:25:17 GMT+08:00
Dec 1, 2010 13:38:23 GMT+08:00

Nov 30, 2010 13:32:35 GMT+08:00
Nov 24, 2010 20:44:41 GMT+08:00
Nov 21, 2010 21:48:17 GMT+08:00
Nov 15, 2010 22:48:33 GMT+08:00
Nov 3, 2010 13:32:52 GMT+08:00

Nov 3, 2010 09:00:27 GMT+08:00

Oct 31, 2010 13:01:17 GMT+08:00
Oct 28, 2010 11:57:55 GMT+08:00
Oct 28, 2010 08:30:19 GMT+08:00
Oct 25, 2010 11:33:18 GMT+08:00
QOct 21, 2010 13:45:24 GMT+08:00
Oct 17, 2010 11:33:19 GMT+08:00
Oct 14, 2010 10:32:57 GMT+08:00
Oct 14, 2010 09:39:03 GMT+08:00
Oct 13, 2010 16:18:59 GMT+08:00
Oct 9, 2010 10:18:06 GMT+08:00

Oct 5, 2010 08:04:21 GMT+08:00

Oct 4, 2010 09:28:53 GMT+08:00

Oct 3, 2010 22:05:16 GMT+08:00

Oct 1, 2010 13:47:36 GMT+08:00

Sep 29, 2010 10:14:08 GMT+08:00
Sep 28, 2010 10:08:34 GMT+08:00
Sep 27, 2010 09:16:29 GMT+08:00
Sep 26, 2010 10:23:38 GMT+08:00
Sep 25, 2010 00:33:49 GMT+08:00
Sep 22, 2010 19:33:32 GMT+08:00
Sep 20, 2010 09:55:46 GMT+08:00
Sep 19, 2010 10:06:29 GMT+08:00
Sep 18, 2010 10:44:39 GMT+08:00
Sep 17, 2010 11:17:50 GMT+08:00
Sep 15, 2010 12:42:19 GMT+08:00
Sep 15, 2010 00:32:28 GMT+08:00
Sep 13, 2010 12:16:25 GMT+08:00

https://admin.paypal.com/cgi-bin/admin

Feb 9, 2012 00:51:58 GMT+08:00

Jan 15, 2012 19:56:58 GMT+08:00
Jan 9, 2012 15:54:57 GMT+08:00

Jan 4, 2012 14:30:09 GMT+08:00

Dec 18, 2011 22:55:41 GMT+08:00
Dec 17, 2011 19:46:18 GMT+08:00
Dec 16, 2011 15:12:35 GMT+08:00
Dec 14, 2011 18:01:49 GMT+08:00
Dec 12, 2011 21:24:52 GMT+08:00
Dec 6, 2011 20:14:44 GMT+08:00

Oct 20, 2011 23:50:00 GMT+08:00
Mar 9, 2011 14:16:07 GMT+08:00

Mar 2, 2011 21:45:50 GMT+08:00

Feb 25, 2011 20:20:42 GMT+08:00
Feb 15, 2011 13:45:43 GMT+08:00
Feb 10, 2011 22:46:46 GMT+08:00
Dec 30, 2010 16:30:35 GMT+08:00
Dec 23, 2010 19:25:17 GMT+08:00
Dec 3, 2010 21:49:22 GMT+08:00

Nov 30, 2010 13:32:35 GMT+08:00
Nov 25, 2010 21:14:02 GMT+08:00
Nov 21, 2010 21:48:17 GMT+08:00
Nov 15, 2010 22:48:33 GMT+08:00
Nov 5, 2010 13:59:26 GMT+08:00

Nov 3, 2010 09:00:27 GMT+08:00

Oct 31, 2010 13:01:17 GMT+08:00
Oct 28, 2010 11:57:55 GMT+08:00
Oct 28, 2010 08:30:19 GMT+08:00
Oct 25, 2010 11:33:18 GMT+08:00
Oct 21, 2010 13:49:46 GMT+08:00
Oct 17, 2010 11:33:19 GMT+08:00
Oct 14, 2010 10:32:57 GMT+08:00
Oct 14, 2010 09:39:03 GMT+08:00
Oct 13, 2010 16:18:59 GMT+08:00
Oct 10, 2010 22:51:51 GMT+08:00
Oct 5, 2010 13:18:25 GMT+08:00

Oct 4, 2010 14:05:09 GMT+08:00

Oct 3, 2010 22:05:16 GMT+08:00

Oct 1, 2010 13:47:36 GMT+08:00

Sep 29, 2010 11:46:23 GMT+08:00
Sep 28, 2010 17:41:46 GMT+08:00
Sep 27, 2010 10:56:30 GMT+08:00
Sep 26, 2010 10:23:38 GMT+08:00
Sep 25, 2010 14:06:29 GMT+08:00
Sep 24, 2010 11:13:15 GMT+08:00
Sep 20, 2010 13:06:18 GMT+08:00
Sep 19, 2010 13:35:00 GMT+08:00
Sep 18, 2010 11:15:55 GMT+08:00
Sep 17, 2010 13:56:01 GMT+08:00
Sep 16, 2010 10:56:27 GMT+08:00
Sep 15, 2010 11:13:54 GMT+08:00
Sep 14, 2010 11:19:51 GMT+08:00
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58.62.226.31
58.62.226.33
58.62.227.117
58.62.224.237
58.62.49.48
58.62.39.186
58.62.36.74
58.62.36.220
58.62.225.67
58.62.224.160
58.62.38.8
58.62.66.242
58.62.68.78
58.62.48.136
58.62.229.205
58.62.49.101
58.62.230.170
58.62.230.230
58.62.228.5
58.62.37.197
58.62.48.23
58.62.49.189
58.62.70.203
58.62.226.124
58.62.68.86
58.62.231.88
58.62.36.36
58.62.67.118
58.62.224.188
58.62.37.17
58.62.228.92
58.62.65.206
58.62.64.107
58.62.37.192
58.62.230.239
58.62.38.16
58.62.228.152
58.62.230.177
58.62.68.165
58.62.227.241
58.62.227.49
58.62.226.244
58.62.37.168
58.62.69.240
58.62.229.103
58.62.36.171
58.62.64.100
58.62.231.209
58.62.37.194
58.62.38.174
58.62.49.218
58.62.66.221
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Sep 13, 2010 10:11:42 GMT+08:00
Sep 12, 2010 11:56:54 GMT+08:00
Sep 12, 2010 10:18:07 GMT+08:00
Sep 10, 2010 15:18:05 GMT+08:00
Sep 10, 2010 12:49:40 GMT+08:00
Sep 10, 2010 11:39:40 GMT+08:00
Sep 9, 2010 13:33:33 GMT+08:00
Jun 21, 2010 20:44:13 GMT+08:00
Sep 4, 2010 15:35:38 GMT+08:00
Aug 31, 2010 23:13:18 GMT+08:00
Aug 30, 2010 11:19:00 GMT+08:00
Aug 27, 2010 12:14:43 GMT+08:00
Aug 23, 2010 21:06:35 GMT+08:00
Aug 14, 2010 14:54:59 GMT+08:00
Aug 14, 2010 10:12:39 GMT+08:00
Aug 5, 2010 11:26:23 GMT+08:00
Jul 23, 2010 10:45:19 GMT+08:00
Jul 9, 2010 10:59:05 GMT+08:00
Jul 8, 2010 10:16:31 GMT+08:00
Jul 7, 2010 09:10:17 GMT+08:00
Jul 4, 2010 14:37:53 GMT+08:00
Jul 4, 2010 14:04:00 GMT+08:00
Jul 4, 2010 00:06:55 GMT+08:00
Jul 3, 2010 14:51:09 GMT+08:00
Jul 2, 2010 17:29:48 GMT+08:00
Jul 2, 2010 16:22:30 GMT+08:00
Jul 1, 2010 23:11:00 GMT+08:00
Jun 28, 2010 22:31:49 GMT+08:00
Jun 27, 2010 15:50:40 GMT+08:00
Jun 24, 2010 14:30:51 GMT+08:00
Jun 24, 2010 00:20:18 GMT+08:00
Jun 21, 2010 13:30:15 GMT+08:00
Jun 20, 2010 22:25:09 GMT+08:00
Jun 18, 2010 14:33:21 GMT+08:00
Jun 17, 2010 22:07:11 GMT+08:00
Jun 17, 2010 00:00:10 GMT+08:00
Jun 12, 2010 11:02:12 GMT+08:00
Jun 7, 2010 13:55:56 GMT+08:00
Jun 6, 2010 23:30:30 GMT+08:00
Jun 4, 2010 09:52:29 GMT+08:00
Jun 3, 2010 10:29:53 GMT+08:00
Jun 1, 2010 09:43:43 GMT+08:00
May 29, 2010 10:16:47 GMT+08:00
May 24, 2010 20:24:29 GMT+08:00
May 24, 2010 10:09:45 GMT+08:00
May 20, 2010 12:43:16 GMT+08:00
May 17, 2010 19:48:04 GMT+08:00
May 15, 2010 12:51:56 GMT+08:00
May 12, 2010 14:01:57 GMT+08:00
May 11, 2010 21:51:40 GMT+08:00
May 9, 2010 19:00:03 GMT+08:00
May 9, 2010 00:43:00 GMT+08:00

https://admin.paypal.com/cgi-bin/admin

Sep 13, 2010 10:11:42 GMT+08:00
Sep 12, 2010 11:56:54 GMT+08:00
Sep 12, 2010 10:18:07 GMT+08:00
Sep 10, 2010 15:18:05 GMT+08:00
Sep 10, 2010 12:49:40 GMT+08:00
Sep 10, 2010 11:39:40 GMT+08:00
Sep 9, 2010 17:13:38 GMT+08:00
Sep 8, 2010 14:46:41 GMT+08:00
Sep 6, 2010 14:40:56 GMT+08:00
Sep 3, 2010 11:20:23 GMT+08:00
Aug 30, 2010 15:04:12 GMT+08:00
Aug 27, 2010 12:14:43 GMT+08:00
Aug 24, 2010 12:45:39 GMT+08:00
Aug 18, 2010 12:42:12 GMT+08:00
Aug 14, 2010 10:12:39 GMT+08:00
Aug 5, 2010 11:26:23 GMT+08:00
Jul 23, 2010 10:45:19 GMT+08:00
Jul 9, 2010 13:06:41 GMT+08:00
Jul 8, 2010 10:16:31 GMT+08:00
Jul 7, 2010 09:13:48 GMT+08:00
Jul 4, 2010 14:37:53 GMT+08:00
Jul 4, 2010 14:04:00 GMT+08:00
Jul 4, 2010 01:22:26 GMT+08:00
Jul 3, 2010 14:51:09 GMT+08:00
Jul 2, 2010 17:29:48 GMT+08:00
Jul 2, 2010 16:22:30 GMT+08:00
Jul 1, 2010 23:11:00 GMT+08:00
Jun 28, 2010 23:15:26 GMT+08:00
Jun 27, 2010 15:50:40 GMT+08:00
Jun 24, 2010 21:29:02 GMT+08:00
Jun 24, 2010 00:22:32 GMT+08:00
Jun 21, 2010 13:30:15 GMT+08:00
Jun 20, 2010 22:25:09 GMT+08:00
Jun 18, 2010 14:33:21 GMT+08:00
Jun 18, 2010 00:04:55 GMT+08:00
Jun 17, 2010 00:00:10 GMT+08:00
Jun 12, 2010 11:02:12 GMT+08:00
Jun 8, 2010 21:38:48 GMT+08:00
Jun 6, 2010 23:36:25 GMT+08:00
Jun 4, 2010 09:52:29 GMT+08:00
Jun 3, 2010 22:12:44 GMT+08:00
Jun 1, 2010 11:55:27 GMT+08:00
May 29, 2010 10:16:47 GMT+08:00
May 24, 2010 20:24:29 GMT+08:00
May 24, 2010 10:12:47 GMT-+08:00
May 20, 2010 12:43:16 GMT-+08:00
May 17, 2010 22:43:22 GMT+08:00
May 15, 2010 12:51:56 GMT-+08:00
May 12, 2010 14:01:57 GMT+08:00
May 12, 2010 00:57:13 GMT-+08:00
May 9, 2010 22:32:57 GMT+08:00
May 9, 2010 00:43:00 GMT+08:00
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58.62.66.192
58.62.66.165
58.62.71.251
58.62.69.234
58.62.71.64
58.62.37.165
58.62.49.105
58.62.70.253
58.62.226.67
58.62.226.56
58.62.66.155
58.62.226.112
58.62.49.170
58.62.50.130
58.62.229.98
58.62.230.19
58.62.64.154
58.62.226.134
58.62.225.244
58.62.227.35
58.62.230.246
58.62.67.107
58.62.65.180
58.62.227.251
58.62.36.245
58.62.36.38
58.62.226.104
58.62.225.160
58.62.225.29 (Signup)
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IP Protection | Disabled

Restrictions

May 7, 2010 21:35:33 GMT+08:00
May 7, 2010 10:17:33 GMT+08:00
May 6, 2010 11:01:30 GMT+08:00
May 4, 2010 21:47:49 GMT+08:00
May 3, 2010 23:00:25 GMT+08:00
May 2, 2010 18:46:20 GMT+08:00
Apr 28, 2010 23:31:40 GMT+08:00
Apr 27, 2010 23:05:28 GMT+08:00
Apr 26, 2010 22:46:21 GMT+08:00
Apr 24, 2010 13:56:23 GMT+08:00
Apr 23, 2010 13:05:01 GMT+08:00
Apr 22, 2010 13:52:50 GMT+08:00
Apr 20, 2010 14:06:09 GMT+08:00
Apr 19, 2010 14:29:03 GMT+08:00
Apr 18, 2010 07:01:01 GMT+08:00
Apr 17, 2010 21:42:01 GMT+08:00
Apr 16, 2010 13:56:52 GMT+08:00
Apr 15, 2010 17:37:39 GMT+08:00
Apr 14, 2010 09:54:26 GMT+08:00
Apr 13, 2010 10:37:26 GMT+08:00
Apr 11, 2010 01:02:30 GMT+08:00
Mar 31, 2010 20:38:16 GMT+08:00
Apr 10, 2010 00:18:04 GMT+08:00
Apr 9, 2010 10:46:43 GMT+08:00
Apr 5, 2010 23:23:43 GMT+08:00
Apr 4, 2010 10:52:27 GMT+08:00
Mar 22, 2010 10:14:58 GMT+08:00
Mar 21, 2010 20:55:14 GMT+08:00
Mar 18, 2010 00:19:13 GMT+08:00

[Toggle]

May 7, 2010 21:35:33 GMT+08:00
May 7, 2010 10:49:42 GMT+08:00
May 6, 2010 20:27:40 GMT+08:00
May 5, 2010 10:04:31 GMT+08:00
May 4, 2010 19:42:57 GMT+08:00
May 3, 2010 19:03:09 GMT+08:00
Apr 30, 2010 10:04:20 GMT+08:00
Apr 27, 2010 23:05:28 GMT+08:00
Apr 26, 2010 22:46:21 GMT+08:00
Apr 24, 2010 13:56:23 GMT+08:00
Apr 23, 2010 22:24:55 GMT+08:00
Apr 22, 2010 14:16:11 GMT+08:00
Apr 20, 2010 14:06:09 GMT+08:00
Apr 19, 2010 14:40:04 GMT+08:00
Apr 18, 2010 11:02:05 GMT+08:00
Apr 17, 2010 23:24:50 GMT+08:00
Apr 16, 2010 13:56:54 GMT+08:00
Apr 15, 2010 22:37:45 GMT+08:00
Apr 15, 2010 01:14:10 GMT+08:00
Apr 13, 2010 15:03:22 GMT+08:00
Apr 11, 2010 21:27:46 GMT+08:00
Apr 10, 2010 22:12:34 GMT+08:00
Apr 10, 2010 00:18:04 GMT+08:00
Apr 9, 2010 13:30:00 GMT+08:00
Apr 8, 2010 11:34:14 GMT+08:00
Apr 5, 2010 12:43:06 GMT+08:00
Mar 22, 2010 22:22:08 GMT+08:00
Mar 21, 2010 20:55:48 GMT+08:00
Mar 18, 2010 00:19:13 GMT+08:00

Restriction Attack Case ID Time Restricted Time Lifted

SRO - Suspicious Merchant Identity Sep 25, 2012 23:54:34 GMT+08:00
Banks

Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #

Individual Active Confirmed FETR4RIT RIKZR CN L e

(rand dep)

Credit cards

Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards

Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file
Secure Card Attributes

Billing Address:

Secure Card Numbers: | N/A

Backup Funding Source: | N/A

PayPal Credit

Daily Spending Limit

|$5oo ~]

https://admin.paypal.com/cgi-bin/admin

Page 4 of 5

[View all card numbers]

12/31/2012
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Case 1:12-cv-09338-SAS Document 25-1 Filed 06/06/13 Page 9 of 80

PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:

Account Status: [View History]

Funding Source Availability: | Disabled
Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin

Page 5 of 5

Go to top

12/31/2012
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Case 1:12-cv-09338-SAS Document 25-1

PayPal

Account Info for B #8E

Page 1 of 2
Filed 06/06/13 Page 10 of 80

(Liao Hai Bing)
User Info Account Info
First Name: |85 Account Status: | Limited - High
Middle Name: Account #: | | ©52°
Last Name: | & Account Type: | Premier - Chinese Unverified (China)
SSN:- Time Created: | Dec 19, 2011 23:07:14 GMT+08:00
TIN: Financials
pos: | I Account Balance: | $119.82 USD
Credit Card Statement | NOORDERINFO Total Amount Sent (USD | $0.00 USD
Name: Equiv):
Email: | noorderinfos@gmail.com Total Amount Received: | $125.00 USD
Business Info Amount Received: | Current Month: $0.00 USD
Name: fge ngg’;ﬁ;ﬁfgﬁgﬁ g Last 3 Months: :é%%OSS%SD
URL: a calendar month) $0:00 USD

Customer Service Phone:

E-mail

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

$119.82 USD* (0 % - $0.00 USD)
$119.82 USD [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

Primary

Confirmed

Active

noorderinfos@gmail.com

Aliases

Name

Login Alias

Privileges

Active

Phone numbers

Phone Number

Type

Confirmation Status

Addresses

Other

Unconfirmed - No Attempt

Date Entered

Address

Use

12/19/2011

IP Summary

(Home)

IPs Logins First Used Last Used Status
120.86.149.143 1 Jul 30, 2012 22:38:58 GMT+08:00 Jul 30, 2012 22:38:58 GMT+08:00

27.44.105.87 1 Dec 24, 2011 19:54:45 GMT+08:00 Dec 24, 2011 19:54:45 GMT+08:00

120.86.151.34 1 Dec 23, 2011 09:31:25 GMT+08:00 Dec 23, 2011 09:31:25 GMT+08:00

27.44.100.90 1 Dec 23, 2011 05:56:43 GMT+08:00 Dec 23, 2011 05:56:43 GMT+08:00

163.142.100.50 2 Dec 22, 2011 08:06:01 GMT+08:00 Dec 22, 2011 08:24:00 GMT+08:00

27.44.99.35 5 Dec 20, 2011 19:53:21 GMT+08:00 Dec 20, 2011 22:09:14 GMT+08:00

27.44.106.13 2 Dec 19, 2011 23:17:11 GMT+08:00 Dec 20, 2011 00:23:01 GMT+08:00

180.150.134.2 (Signup) 1 Dec 19, 2011 23:07:15 GMT+08:00 Dec 19, 2011 23:07:15 GMT+08:00

IP Protection | Disabled [Toggle]

Restrictions
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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Restriction Attack Case ID Time Restricted Time Lifted
SRO - Suspicious Merchant Identity Dec 31, 2012 22:33:32 GMT+08:00
AUP Account Closure Dec 23, 2011 09:16:42 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual Active Unconfirmed FETR4RIT BB CN _7462
(rand dep sent)

Credit cards

Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards

Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file

Secure Card Attributes
Billing Address:

Secure Card Numbers: | N/A
[View all card numbers]

Backup Funding Source: | N/A
Daily Spending Limit I $500 vl

PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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Page 1 of 2

Case 1:12-cv-09338-SAS Document 25-1 Filed 06/06/13 Page 12 of 80

PayPal

Account Info for jiaojiao xie

User Info
First Name:
Middle Name:
Last Name:

jiaojiao

Xie

Credit Card Statement | MARRYXIE198

Name:
Email:
Business Info
Name:
URL:

Customer Service Phone:

marryxie1987@gmail.com

Account Info
Account Status:
Account #:
Account Type:
Time Created:

Financials
Account Balance:
Total Amount Sent (USD
Equiv):
Total Amount Received:

Amount Received:
(A month is determined by
user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Limited - High

I 0000

Premier - Chinese Verified (China)

Jun 15, 2012 00:03:13 GMT+08:00

$580.50 USD
$0.00 USD

$605.00 USD

Current Month: $0.00 USD

Last 3 Months: $605.00 USD
$0.00 USD
$0.00 USD

$580.50 USD* (0 % - $0.00 USD)
$580.50 USD [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail
E-mail Primary Confirmed Active
marryxiel987@gmail.com ' W W
Aliases
Name Login Alias Privileges Active

Phone numbers

Phone Number Type Confirmation Status

] Home Unconfirmed - No Attempt

Addresses
Date Entered Address Use
6/14/2012 (Home)

IP Summary

IPs Logins First Used Last Used Status

124.160.192.23 1 Dec 31, 2012 12:31:31 GMT+08:00 Dec 31, 2012 12:31:31 GMT+08:00

182.113.174.99 1 Nov 24, 2012 14:09:04 GMT+08:00 Nov 24, 2012 14:09:04 GMT+08:00

182.113.175.237 1 Nov 14, 2012 10:42:45 GMT+08:00 Nov 14, 2012 10:42:45 GMT+08:00

124.160.217.159 2 Jul 15, 2012 18:24:18 GMT+08:00 Jul 15, 2012 22:00:29 GMT+08:00

124.160.217.4 2 Jul 13, 2012 13:46:02 GMT+08:00 Jul 14, 2012 12:27:24 GMT+08:00

124.160.216.109 2 Jul 12, 2012 11:13:14 GMT+08:00 Jul 13, 2012 07:40:35 GMT+08:00

124.160.208.56 1 Jul 7, 2012 09:03:33 GMT+08:00 Jul 7, 2012 09:03:33 GMT+08:00

124.160.217.7 3 Jul 6, 2012 09:12:11 GMT+08:00 Jul 6, 2012 09:19:42 GMT+08:00

182.120.252.135 1 Jul 2, 2012 21:55:16 GMT+08:00 Jul 2, 2012 21:55:16 GMT+08:00

115.49.162.160 1 Jul 1, 2012 23:26:04 GMT+08:00 Jul 1, 2012 23:26:04 GMT+08:00

182.113.175.210 1 Jun 30, 2012 12:26:28 GMT+08:00 Jun 30, 2012 12:26:28 GMT+08:00

115.49.165.246 1 Jun 21, 2012 22:32:45 GMT+08:00 Jun 21, 2012 22:32:45 GMT+08:00

115.49.165.76 (Signup) 1 Jun 15, 2012 00:03:14 GMT+08:00 Jun 15, 2012 00:03:14 GMT+08:00
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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IP Protection | Disabled [Toggle]

Restrictions

Restriction Attack Case ID Time Restricted Time Lifted

SRO - Suspicious Merchant Identity Dec 31, 2012 22:50:13 GMT+08:00

Seller linked merchant Jul 18, 2012 06:17:23 GMT+08:00

AUP Account Closure Jul 15, 2012 20:48:33 GMT+08:00
Banks

Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #

Indvidual ~ Active Confirmed PERIRET WHEE  ON I O+

(rand dep)

Credit cards

Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards

Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file

Secure Card Attributes
Billing Address:

Secure Card Numbers: | N/A
[View all card numbers]

Backup Funding Source: | N/A
Daily Spending Limit I $500 vl

PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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Case 1:12-cv-09338-SAS Document 25-1 Filed 06/06/13 Page 14 of 80

PayPal

Account Info for 55 28

(QiLianYing)

Page 1 of 4

User Info Account Info
First Name: | 285 Account Status: | Limited - High
Middle Name: Account #: | |G 14
Last Name: | 3% Account Type: | Premier - Chinese Verified (China)
SSN: Time Created: | Dec 26, 2011 15:00:09 GMT+08:00
TIN: Financials
pos: | I Account Balance: | $1,528.98 USD
Credit Card Statement | YUNTINGCHIU Total Amount Sent (USD | $1,794.42 USD
Name: Equiv):
Email: | yuntingchiu@hotmail.com Total Amount Received: | $4,872.85 USD
Business Info Amount Received: | Current Month: $0.00 USD

(A month is determined by

Name: user's signup date, NOT by Last 3 Months: g?gg ng
URL: acalendar month) $277.00USD

Customer Service Phone:

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

$1,528.98 USD* (0 % - $0.00 USD)
$1,528.98 USD [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

E-mail Primary Confirmed Active

yuntingchiu@hotmail.com w v w
Aliases

Name Login Alias Privileges Active
Phone numbers

Phone Number Type Confirmation Status

I Home Unconfimmed - No Attempt
Addresses

Date Entered Address Use

12/26/2011 (Home)

(CC 0653 Unconfirmed)

IP Summary

IPs Logins First Used Last Used Status

124.160.192.23 1 Dec 31, 2012 12:34:01 GMT+08:00 Dec 31, 2012 12:34:01 GMT+08:00

124.160.192.24 1 Dec 9, 2012 13:45:00 GMT+08:00 Dec 9, 2012 13:45:00 GMT+08:00

182.113.174.99 1 Nov 24, 2012 14:10:07 GMT+08:00 Nov 24, 2012 14:10:07 GMT+08:00

182.113.175.237 1 Nov 14, 2012 10:34:21 GMT+08:00 Nov 14, 2012 10:34:21 GMT+08:00

117.136.0.216 1 Aug 1, 2012 23:27:45 GMT+08:00 Aug 1, 2012 23:27:45 GMT+08:00

117.136.0.172 1 Jul 13, 2012 22:03:05 GMT+08:00 Jul 13, 2012 22:03:05 GMT+08:00

117.136.0.193 1 Jul 10, 2012 19:16:54 GMT+08:00 Jul 10, 2012 19:16:54 GMT+08:00

117.136.0.166 1 Jul 7, 2012 10:47:06 GMT+08:00 Jul 7, 2012 10:47:06 GMT+08:00

124.160.216.100 1 Jul 3, 2012 07:42:32 GMT+08:00 Jul 3, 2012 07:42:32 GMT+08:00

124.160.209.208 2 Jul 2, 2012 20:50:43 GMT+08:00 Jul 2, 2012 22:31:35 GMT+08:00

124.160.216.170 2 Jul 1, 2012 21:50:26 GMT+08:00 Jul 1, 2012 22:34:22 GMT+08:00
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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124.160.217.108
124.160.217.65
124.160.216.95
117.136.0.200
124.160.217.13
124.160.216.218
61.158.152.196
124.160.217.7
124.160.216.108
124.160.209.212
113.142.17.137
61.158.152.180
61.158.152.170
117.136.0.189
61.158.152.227
61.158.152.179
61.158.152.150
61.158.152.27
61.158.152.19
61.158.152.244
61.158.152.107
61.158.152.86
61.158.152.171
61.158.152.26
61.158.152.211
61.158.152.228
61.158.152.213
61.158.152.148
61.158.152.250
61.158.152.45
61.158.152.71
61.158.152.101
61.158.152.159
61.158.152.137
61.158.152.69
123.123.223.222
61.158.152.113
61.158.152.254
61.158.152.253
61.158.152.31
61.158.152.214
61.158.152.77
61.158.152.236
61.158.152.188
61.158.152.96
61.158.152.129
216.171.244.7
61.158.152.201
61.158.152.24
61.158.152.29
61.158.152.235
61.158.152.161

B W R P R R R NP R R OORRPRPRRNOWRNRIERERRR®NNIERRERPRRPRPRRWRNRRNIERRRPRRIERPRRRLRRRRPNLR

Jul 1, 2012 13:41:06 GMT+08:00
Jun 29, 2012 22:40:08 GMT+08:00
Jun 27, 2012 23:46:59 GMT+08:00
Jun 27, 2012 00:11:52 GMT+08:00
Jun 25, 2012 22:57:30 GMT+08:00
Jun 23, 2012 22:33:04 GMT+08:00
Jun 21, 2012 07:44:42 GMT+08:00
Jun 19, 2012 14:11:46 GMT+08:00
Jun 17, 2012 10:30:10 GMT+08:00
Jun 14, 2012 22:40:14 GMT+08:00
Jun 14, 2012 22:01:14 GMT+08:00
Jun 6, 2012 23:07:09 GMT+08:00
May 4, 2012 22:33:00 GMT+08:00
May 17, 2012 19:05:36 GMT+08:00
May 13, 2012 14:13:23 GMT+08:00
May 3, 2012 10:54:25 GMT+08:00
May 10, 2012 22:53:44 GMT+08:00
Mar 13, 2012 09:08:31 GMT+08:00
May 7, 2012 08:48:45 GMT+08:00
May 5, 2012 22:32:45 GMT+08:00
May 4, 2012 10:49:17 GMT+08:00
May 3, 2012 21:00:02 GMT+08:00
May 2, 2012 19:25:57 GMT+08:00
May 2, 2012 15:58:49 GMT+08:00
May 2, 2012 08:44:13 GMT+08:00
Apr 30, 2012 11:03:00 GMT+08:00
Apr 29, 2012 16:44:44 GMT+08:00
Mar 19, 2012 10:25:06 GMT+08:00
Apr 28, 2012 14:41:21 GMT+08:00
Apr 27, 2012 10:41:47 GMT+08:00
Apr 23, 2012 02:49:12 GMT+08:00
Apr 20, 2012 10:50:27 GMT+08:00
Apr 19, 2012 20:42:01 GMT+08:00
Apr 19, 2012 01:19:52 GMT+08:00
Apr 1, 2012 10:10:38 GMT+08:00
Apr 13, 2012 17:40:24 GMT+08:00
Apr 9, 2012 13:55:28 GMT+08:00
Apr 3, 2012 23:05:57 GMT+08:00
Apr 3, 2012 21:12:47 GMT+08:00
Apr 3, 2012 15:01:19 GMT+08:00
Apr 1, 2012 19:46:15 GMT+08:00
Mar 31, 2012 21:58:22 GMT+08:00
Mar 30, 2012 20:44:35 GMT+08:00
Mar 28, 2012 10:52:52 GMT+08:00
Mar 27, 2012 08:36:03 GMT+08:00
Mar 26, 2012 19:33:44 GMT+08:00
Mar 25, 2012 14:14:53 GMT+08:00
Mar 24, 2012 03:19:52 GMT+08:00
Mar 22, 2012 19:35:13 GMT+08:00
Mar 20, 2012 11:21:27 GMT+08:00
Mar 15, 2012 14:01:07 GMT+08:00
Mar 14, 2012 10:55:14 GMT+08:00

https://admin.paypal.com/cgi-bin/admin

Jul 1, 2012 13:41:06 GMT+08:00
Jun 30, 2012 11:32:26 GMT+08:00
Jun 27, 2012 23:46:59 GMT+08:00
Jun 27, 2012 00:11:52 GMT+08:00
Jun 25, 2012 22:57:30 GMT+08:00
Jun 23, 2012 22:33:04 GMT+08:00
Jun 21, 2012 07:44:42 GMT+08:00
Jun 19, 2012 14:11:46 GMT+08:00
Jun 17, 2012 10:30:10 GMT+08:00
Jun 14, 2012 22:40:14 GMT+08:00
Jun 14, 2012 22:01:14 GMT+08:00
Jun 6, 2012 23:07:09 GMT+08:00
May 28, 2012 22:29:57 GMT+08:00
May 17, 2012 19:05:36 GMT+08:00
May 13, 2012 14:13:23 GMT+08:00
May 11, 2012 19:33:22 GMT+08:00
May 10, 2012 22:53:44 GMT+08:00
May 8, 2012 09:59:48 GMT+08:00
May 7, 2012 08:48:45 GMT+08:00
May 5, 2012 22:32:45 GMT+08:00
May 4, 2012 10:49:17 GMT+08:00
May 3, 2012 21:00:02 GMT+08:00
May 2, 2012 19:25:57 GMT+08:00
May 2, 2012 15:58:49 GMT+08:00
May 2, 2012 08:44:13 GMT+08:00
May 1, 2012 18:23:40 GMT+08:00
Apr 29, 2012 16:51:25 GMT+08:00
Apr 29, 2012 09:55:52 GMT+08:00
Apr 28, 2012 14:41:21 GMT+08:00
Apr 27, 2012 10:41:47 GMT+08:00
Apr 23, 2012 02:49:12 GMT+08:00
Apr 20, 2012 10:50:27 GMT+08:00
Apr 19, 2012 21:25:10 GMT+08:00
Apr 19, 2012 01:19:52 GMT+08:00
Apr 15, 2012 21:10:13 GMT+08:00
Apr 14, 2012 14:57:22 GMT+08:00
Apr 9, 2012 13:55:28 GMT+08:00
Apr 3, 2012 23:05:57 GMT+08:00
Apr 3, 2012 21:12:47 GMT+08:00
Apr 3, 2012 15:01:19 GMT+08:00
Apr 2, 2012 21:25:54 GMT+08:00
Mar 31, 2012 21:58:22 GMT+08:00
Mar 30, 2012 20:44:35 GMT+08:00
Mar 28, 2012 10:52:52 GMT+08:00
Mar 27, 2012 13:48:43 GMT+08:00
Mar 26, 2012 19:33:44 GMT+08:00
Mar 25, 2012 14:14:53 GMT+08:00
Mar 24, 2012 03:19:52 GMT+08:00
Mar 22, 2012 19:35:13 GMT+08:00
Mar 20, 2012 11:21:27 GMT+08:00
Mar 17, 2012 00:33:53 GMT+08:00
Mar 14, 2012 10:55:14 GMT+08:00

Page 2 of 4
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61.158.153.214
123.8.249.179
61.158.153.244
123.10.65.84
115.48.87.233
123.10.67.201
123.8.254.93
125.44.71.249
182.120.245.248
123.10.64.126
125.44.70.33
182.120.193.89
115.48.84.53
123.8.248.173
182.120.195.102
125.45.90.61
1.199.32.45
123.8.248.158 (Signup)

IP Protection | Disabled

Restrictions

Dec 28, 2011 09:06:35 GMT+08:00
Feb 29, 2012 12:47:22 GMT+08:00
Dec 27, 2011 20:03:55 GMT+08:00
Feb 22, 2012 13:00:28 GMT+08:00
Feb 14, 2012 12:22:53 GMT+08:00
Feb 11, 2012 13:02:37 GMT+08:00
Feb 9, 2012 12:07:49 GMT+08:00
Feb 5, 2012 12:38:14 GMT+08:00
Feb 3, 2012 13:49:41 GMT+08:00
Feb 1, 2012 14:54:17 GMT+08:00
Jan 27, 2012 12:35:38 GMT+08:00
Jan 25, 2012 17:09:37 GMT+08:00
Jan 20, 2012 13:12:57 GMT+08:00
Jan 6, 2012 14:19:31 GMT+08:00
Jan 3, 2012 19:08:52 GMT+08:00
Dec 27, 2011 15:49:14 GMT+08:00
Dec 27, 2011 13:19:03 GMT+08:00
Dec 26, 2011 15:00:10 GMT+08:00

[Toggle]

Page 30f 4

Mar 7, 2012 22:30:04 GMT+08:00
Feb 29, 2012 12:47:22 GMT+08:00
Feb 27, 2012 21:54:22 GMT+08:00
Feb 22, 2012 13:00:28 GMT+08:00
Feb 14, 2012 12:22:53 GMT+08:00
Feb 12, 2012 13:01:25 GMT+08:00
Feb 9, 2012 12:07:49 GMT+08:00
Feb 5, 2012 12:38:14 GMT+08:00
Feb 3, 2012 13:49:41 GMT+08:00
Feb 2, 2012 11:53:14 GMT+08:00
Jan 30, 2012 13:39:26 GMT+08:00
Jan 26, 2012 13:54:11 GMT+08:00
Jan 20, 2012 13:12:57 GMT+08:00
Jan 6, 2012 14:50:37 GMT+08:00
Jan 3, 2012 19:08:52 GMT+08:00
Dec 27, 2011 15:49:14 GMT+08:00
Dec 27, 2011 13:41:44 GMT+08:00
Dec 26, 2011 15:00:10 GMT+08:00

Restriction Attack Case ID Time Restricted Time Lifted

SRO - Suspicious Merchant Identity Dec 31, 2012 23:01:57 GMT+08:00

AUP Account Closure Jul 11, 2012 11:30:45 GMT+08:00
Banks

Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #

Individual ~ Active Confirmed PEEIRRT FEXK  ON I 505

(rand dep)

Credit cards

Type Status Confirmed Name CC Number Exp. Currency Issuer

Debit ~ Expired CW2 RdChg (Refunded) zzx 11/2012  EUR
Visa-RC

Debit cards

Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file
Secure Card Attributes

Biling Address:

Secure Card Numbers: | N/A

Backup Funding Source: | N/A

Daily Spending Limit |$500 vl

PayPal Credit

PayPal Credit Account Details

PayPal Credit Account Number:
Expiration Date:
Account Status:
Funding Source Availability: | Disabled
Authorized Users: | Not Available

Auctions

[View all card numbers]

[View History]

Auction User ID

Auction Manager
User ID

No Auctions on file

https://admin.paypal.com/cgi-bin/admin

12/31/2012
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Go to top

Mobile payments

Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012



FIT Page - PayPal Administrative Tools

Page 1 of 3

Case 1:12-cv-09338-SAS Document 25-1 Filed 06/06/13 Page 18 of 80

PayPal

Account Info for Tongjun Liao

User Info
First Name: | Tongjun
Middle Name:
Last Name: | Liao
SSN:
TIN:
poe: | I
Credit Card Statement | ECPURCHASEC
Name:

Email: | ecpurchasecom@hotmail.com

Business Info
Name:
URL:

Customer Service Phone:

Account Info
Account Status:
Account #:
Account Type:
Time Created:

Financials
Account Balance:
Total Amount Sent (USD
Equiv):
Total Amount Received:

Amount Received:
(A month is determined by
user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Limited - High

I 2>

Premier - Chinese Verified (China)

Sep 24, 2009 23:00:18 GMT+08:00

$0.37 USD
$97.16 USD

$1,880.08 USD

Current Month: $0.00 USD

Last 3 Months: $262.50 USD
$149.00 USD
$381.58 USD

$0.37 USD* (0 % - $0.00 USD)
$0.37 USD [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail
E-mail Primary Confirmed Active
ecpurchasecom@hotmail.com W W W
Aliases
Name Login Alias Privileges Active

Phone numbers

Phone Number Type Confirmation Status

] Home Unconfirmed - No Attempt

Addresses
Date Entered Address Use
9/24/2009 (Home)

IP Summary

IPs Logins First Used

Last Used

Status

27.44.105.23
27.44.107.47
112.93.146.33
112.93.145.81
59.60.121.151
59.60.123.62
59.58.151.56
117.26.223.29
59.60.121.53
117.26.221.187
59.60.122.246
220.161.96.2

B N R N R R P R NRPRN PR

Oct 11, 2012 21:05:36 GMT+08:00
Oct 7, 2012 15:14:36 GMT+08:00

Sep 29, 2012 14:15:45 GMT+08:00
Aug 18, 2012 19:06:52 GMT+08:00
Feb 15, 2012 16:59:39 GMT+08:00
Dec 30, 2011 16:20:44 GMT+08:00
Dec 12, 2011 08:39:10 GMT+08:00
Nov 8, 2011 08:00:34 GMT+08:00

Oct 13, 2011 14:55:22 GMT+08:00
Oct 12, 2011 19:17:38 GMT+08:00
Sep 15, 2011 10:00:30 GMT+08:00
Sep 11, 2011 13:35:09 GMT+08:00

https://admin.paypal.com/cgi-bin/admin

Oct 11, 2012 21:05:36 GMT+08:00
Oct 7, 2012 16:51:08 GMT+08:00

Sep 29, 2012 14:15:45 GMT+08:00
Aug 18, 2012 20:00:48 GMT+08:00
Feb 15, 2012 16:59:39 GMT+08:00
Dec 30, 2011 16:20:44 GMT+08:00
Dec 12, 2011 08:39:10 GMT+08:00
Nov 8, 2011 08:00:34 GMT+08:00

Oct 13, 2011 17:17:03 GMT+08:00
Oct 12, 2011 19:17:38 GMT+08:00
Sep 15, 2011 17:15:37 GMT+08:00
Sep 11, 2011 13:35:09 GMT+08:00

Bad IP

12/31/2012
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27.159.202.166
27.159.205.92
27.159.206.70
27.159.206.222
27.159.193.19
27.159.207.226
27.159.206.75
27.159.205.27
27.159.202.141
27.159.199.32
27.159.203.81
27.159.202.58
27.159.204.174
27.159.193.145
27.159.204.133
27.159.203.199
27.159.198.136
27.159.201.126
27.159.202.34
27.159.193.90
27.159.206.20
120.43.24.233
125.78.223.94
125.78.221.0
125.78.220.72
121.205.216.166
125.78.222.127
121.205.219.2
58.22.114.191
117.26.220.38
59.58.112.217
220.161.102.19
220.161.98.198
59.60.121.37
59.58.148.109
59.58.151.173
59.58.154.214
220.161.101.81
119.141.139.193
119.128.126.202
119.141.100.250
119.127.230.134
119.128.127.20
119.141.138.208
119.127.178.72
116.18.52.216
119.127.178.140
119.128.127.62
119.141.138.66
119.141.125.191
119.141.156.19
119.141.47.134

N P R DR R NRNNNOWNRRREREPRRLRONIERIRRPRERPRRPNRERPRPRPRRNIRPRPRRNIERRLRERERNGERIRRRRPRPRR

Sep 9, 2011 09:45:06 GMT+08:00
Aug 30, 2011 10:56:15 GMT+08:00
Aug 28, 2011 20:08:52 GMT+08:00
Aug 28, 2011 00:52:10 GMT+08:00
Aug 21, 2011 14:41:20 GMT+08:00
Aug 19, 2011 23:15:04 GMT+08:00
Aug 10, 2011 20:39:22 GMT+08:00
Aug 7, 2011 20:44:11 GMT+08:00
Jul 11, 2011 22:54:06 GMT+08:00
Jun 12, 2011 09:34:52 GMT+08:00
Jun 7, 2011 20:12:34 GMT+08:00
Jun 1, 2011 23:55:24 GMT+08:00
May 31, 2011 23:48:31 GMT+08:00
May 30, 2011 23:33:43 GMT+08:00
May 25, 2011 21:06:44 GMT+08:00
May 22, 2011 23:49:39 GMT+08:00
May 19, 2011 11:43:52 GMT+08:00
May 18, 2011 13:17:18 GMT+08:00
May 18, 2011 01:18:29 GMT+08:00
May 13, 2011 10:49:15 GMT+08:00
Apr 30, 2011 11:02:58 GMT+08:00
Apr 26, 2011 16:41:16 GMT+08:00
Apr 21, 2011 09:47:35 GMT+08:00
Apr 9, 2011 21:00:52 GMT+08:00
Mar 30, 2011 15:15:29 GMT+08:00
Mar 23, 2011 13:44:09 GMT+08:00
Mar 19, 2011 21:22:03 GMT+08:00
Mar 3, 2011 17:35:56 GMT+08:00
Dec 20, 2010 22:59:05 GMT+08:00
Sep 1, 2010 18:07:58 GMT+08:00
May 27, 2010 23:22:48 GMT+08:00
May 12, 2010 23:35:47 GMT+08:00
May 6, 2010 22:14:48 GMT+08:00
Apr 13, 2010 23:27:17 GMT+08:00
Apr 9, 2010 23:49:24 GMT+08:00
Apr 2, 2010 10:08:18 GMT+08:00
Mar 26, 2010 23:55:18 GMT+08:00
Mar 9, 2010 19:58:03 GMT+08:00
Dec 11, 2009 21:46:27 GMT+08:00
Dec 11, 2009 00:13:57 GMT+08:00
Dec 10, 2009 00:33:18 GMT+08:00
Dec 9, 2009 16:51:58 GMT+08:00
Dec 8, 2009 23:00:53 GMT+08:00
Dec 7, 2009 11:27:38 GMT+08:00
Dec 5, 2009 22:27:11 GMT+08:00
Dec 4, 2009 11:06:14 GMT+08:00
Dec 3, 2009 11:09:28 GMT+08:00
Dec 3, 2009 01:12:40 GMT+08:00
Dec 2, 2009 09:42:32 GMT+08:00
Dec 1, 2009 20:31:32 GMT+08:00
Nov 25, 2009 16:17:42 GMT+08:00
Nov 7, 2009 11:33:22 GMT+08:00

https://admin.paypal.com/cgi-bin/admin

Sep 9, 2011 09:45:06 GMT+08:00
Aug 30, 2011 10:56:15 GMT+08:00
Aug 28, 2011 20:08:52 GMT+08:00
Aug 28, 2011 00:52:10 GMT+08:00
Aug 21, 2011 14:41:20 GMT+08:00
Aug 19, 2011 23:15:04 GMT+08:00
Aug 10, 2011 20:39:22 GMT+08:00
Aug 7, 2011 20:44:11 GMT+08:00
Jul 11, 2011 23:15:55 GMT+08:00
Jun 12, 2011 09:34:52 GMT+08:00
Jun 7, 2011 20:12:34 GMT+08:00
Jun 1, 2011 23:55:24 GMT+08:00
May 31, 2011 23:49:06 GMT+08:00
May 30, 2011 23:33:43 GMT+08:00
May 25, 2011 21:06:44 GMT+08:00
May 22, 2011 23:49:39 GMT+08:00
May 19, 2011 11:43:52 GMT+08:00
May 18, 2011 14:40:26 GMT+08:00
May 18, 2011 01:18:29 GMT+08:00
May 13, 2011 10:49:15 GMT+08:00
Apr 30, 2011 11:02:58 GMT+08:00
Apr 26, 2011 16:41:16 GMT+08:00
Apr 21, 2011 09:47:35 GMT+08:00
Apr 9, 2011 21:00:52 GMT+08:00
Mar 30, 2011 15:43:51 GMT+08:00
Mar 23, 2011 13:44:09 GMT+08:00
Mar 19, 2011 21:22:03 GMT+08:00
Mar 3, 2011 17:35:56 GMT+08:00
Dec 20, 2010 22:59:05 GMT+08:00
Sep 1, 2010 18:07:58 GMT+08:00
May 27, 2010 23:22:48 GMT+08:00
May 14, 2010 09:05:56 GMT+08:00
May 9, 2010 10:56:49 GMT+08:00
Apr 13, 2010 23:27:17 GMT+08:00
Apr 9, 2010 23:49:24 GMT-+08:00
Apr 2, 2010 10:08:18 GMT+08:00
Mar 26, 2010 23:55:18 GMT+08:00
Mar 9, 2010 19:58:03 GMT+08:00
Dec 11, 2009 21:46:27 GMT+08:00
Dec 11, 2009 00:15:01 GMT+08:00
Dec 10, 2009 00:44:50 GMT+08:00
Dec 9, 2009 16:54:56 GMT+08:00
Dec 8, 2009 23:30:58 GMT+08:00
Dec 8, 2009 01:01:49 GMT+08:00
Dec 5, 2009 22:27:11 GMT+08:00
Dec 4, 2009 17:04:46 GMT+08:00
Dec 3, 2009 11:09:28 GMT+08:00
Dec 3, 2009 01:12:40 GMT+08:00
Dec 2, 2009 17:02:56 GMT+08:00
Dec 1, 2009 20:31:32 GMT+08:00
Nov 25, 2009 16:17:42 GMT+08:00
Nov 7, 2009 11:40:58 GMT+08:00

Page 2 of 3
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119.141.102.2 1 Nov 5, 2009 20:46:53 GMT+08:00 Nov 5, 2009 20:46:53 GMT+08:00
119.141.102.151 2 Nov 3, 2009 20:13:26 GMT+08:00 Nov 3, 2009 20:40:28 GMT+08:00
113.77.221.77 1 Nov 1, 2009 23:12:40 GMT+08:00 Nov 1, 2009 23:12:40 GMT+08:00
119.141.124.57 2 Oct 24, 2009 16:07:21 GMT+08:00 Oct 24, 2009 16:16:58 GMT+08:00
119.141.102.125 1 Oct 15, 2009 10:24:21 GMT+08:00 Oct 15, 2009 10:24:21 GMT+08:00
119.128.124.198 2 Sep 28, 2009 12:08:09 GMT+08:00 Sep 28, 2009 12:23:53 GMT+08:00
119.127.198.3 2 Sep 25, 2009 23:55:41 GMT+08:00 Sep 26, 2009 00:08:57 GMT+08:00
119.128.200.4 (Signup) 6 Sep 24, 2009 23:00:19 GMT+08:00 Sep 24, 2009 23:47:29 GMT+08:00
IP Protection | Disabled [Toggle]
Restrictions
Restriction Attack Case ID Time Restricted Time Lifted
SRO - Suspicious Merchant Identity Dec 31, 2012 23:10:52 GMT+08:00
AUP Account Closure Oct 13, 2011 17:08:45 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual ~ Active Confirmed PERIRET BEE  ON I 2>
(rand dep)
Credit cards
Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards
Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file
Secure Card Attributes
Billing Address:

Secure Card Numbers: | N/A

[View all card numbers]

Backup Funding Source: | N/A

Daily Spending Limit |$5OO vl

PayPal Credit

PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin

Go to top
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PayPal

Account Info for # P#

Page 1 of 3

(Lin Shu Xiang)
User Info Account Info
First Name: | F# Account Status: | Limited - High
Middle Narme: Account #: | |G 2525
Last Name: | #k Account Type: | Premier - Chinese Verified (China)
SSN: Time Created: | Oct 14, 2011 13:58:03 GMT+08:00
TIN: Financials
pos: | I Account Balance: $0.00USD (Primary)
Credit Card Statement | INTERACT100 $0.00 AUD
Name: $0.00USD *
Email: | interact100803@hotmail.com
Business Info Total Amount Sent (USD | $584.40 USD
Equiv):
Name:
URL: Total Amount Received: | $752.87 USD
Custormer Service Phore: Amount Received: | Current Month: $0.00 USD
- (Amonth s determined by | | o4 3 \jonths: $81.00 USD
user’s signup date, NOT by
a calendar month) $355.50 USD
$0.00 USD

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

$0.00 USD* (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail
E-mail Primary Confirmed Active
interact100803@hotmail.com v v v
Aliases
Name Login Alias Privileges Active
Phone numbers
Phone Number Type Confirmation Status
Home - Deleted Unconfirmed - No Attempt
Mobile Unconfirmed - No Attempt
Mobile - Deleted Unconfirmed - No Attempt
Addresses
Date Entered Address Use
10/14/2011 (Home)
(CC 0978 Unconfirmed)

IP Summary

IPs Logins First Used Last Used Status

117.136.0.201 1 Jun 17, 2012 16:05:43 GMT+08:00 Jun 17, 2012 16:05:43 GMT+08:00

120.84.242.129 1 May 26, 2012 10:31:08 GMT+08:00 May 26, 2012 10:31:08 GMT+08:00

123.8.227.42 1 Mar 2, 2012 10:03:57 GMT+08:00 Mar 2, 2012 10:03:57 GMT+08:00

120.84.170.97 1 Feb 2, 2012 00:14:20 GMT+08:00 Feb 2, 2012 00:14:20 GMT+08:00

123.8.235.158 2 Jan 27, 2012 11:39:43 GMT+08:00 Jan 27, 2012 21:28:05 GMT+08:00

112.93.165.126 1 Jan 25, 2012 12:59:01 GMT-+08:00 Jan 25, 2012 12:59:01 GMT+08:00
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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112.93.145.110
27.44.106.13
123.8.242.21
163.142.101.73
216.97.243.113
27.44.98.244
58.255.74.64
58.255.74.212
58.255.73.227
163.142.101.229
120.84.171.105
58.255.73.179
120.84.170.9
112.93.203.81
120.84.168.165
112.93.164.169
112.93.166.231
125.45.83.248
27.44.96.28
125.45.81.90
125.45.81.185
123.8.227.130
125.45.82.211
125.45.80.148
182.113.134.149 (Signup)

IP Protection | Disabled

Restrictions

AN O O NP P ®EFPNRP PP PP ®RPNRPENNPRRPPRP PR

Jan 6, 2012 17:34:25 GMT+08:00
Dec 19, 2011 17:57:31 GMT+08:00
Dec 19, 2011 16:03:40 GMT+08:00
Dec 18, 2011 15:42:13 GMT+08:00
Dec 15, 2011 21:32:48 GMT+08:00
Dec 10, 2011 18:52:14 GMT+08:00
Dec 9, 2011 02:25:18 GMT+08:00
Dec 6, 2011 12:33:06 GMT+08:00
Dec 3, 2011 20:35:35 GMT-+08:00
Dec 1, 2011 17:51:01 GMT+08:00
Dec 1, 2011 09:54:45 GMT+08:00
Nov 30, 2011 22:27:31 GMT+08:00
Nov 29, 2011 15:50:55 GMT+08:00
Nov 16, 2011 03:40:20 GMT+08:00
Nov 6, 2011 20:12:17 GMT+08:00
Nov 5, 2011 19:21:49 GMT+08:00
Nov 4, 2011 11:09:18 GMT+08:00
Nov 1, 2011 21:51:31 GMT+08:00
Oct 28, 2011 22:06:29 GMT+08:00
Oct 28, 2011 14:12:09 GMT+08:00
Oct 21, 2011 01:13:09 GMT+08:00
Oct 19, 2011 10:21:53 GMT+08:00
Oct 17, 2011 13:51:24 GMT+08:00
Oct 15, 2011 14:21:44 GMT+08:00
Oct 14, 2011 13:58:04 GMT+08:00

[Toggle]

Jan 6, 2012 17:34:25 GMT+08:00
Dec 19, 2011 17:57:31 GMT+08:00
Dec 19, 2011 16:03:40 GMT+08:00
Dec 18, 2011 15:42:13 GMT+08:00
Dec 15, 2011 21:43:08 GMT+08:00
Dec 10, 2011 18:52:20 GMT+08:00
Dec 9, 2011 02:25:18 GMT+08:00
Dec 6, 2011 19:24:13 GMT+08:00
Dec 3, 2011 20:35:35 GMT+08:00
Dec 2, 2011 02:04:45 GMT+08:00
Dec 1, 2011 09:54:45 GMT+08:00
Nov 30, 2011 22:27:31 GMT+08:00
Nov 29, 2011 15:50:55 GMT+08:00
Nov 16, 2011 03:40:20 GMT+08:00
Nov 6, 2011 20:12:17 GMT+08:00
Nov 5, 2011 20:33:17 GMT+08:00
Nov 4, 2011 11:09:18 GMT+08:00
Nov 2, 2011 17:30:38 GMT+08:00
QOct 28, 2011 22:06:29 GMT+08:00
Oct 28, 2011 14:12:09 GMT+08:00
Oct 26, 2011 22:53:10 GMT+08:00
Oct 20, 2011 19:38:01 GMT+08:00
Oct 18, 2011 14:30:45 GMT+08:00
Oct 16, 2011 15:40:50 GMT-+08:00
Oct 14, 2011 23:36:16 GMT+08:00

Restriction Attack Case ID Time Restricted Time Lifted
SRO - Suspicious Merchant Identity Dec 31, 2012 23:22:58 GMT+08:00
AUP Account Closure Dec 19, 2011 15:46:52 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual ~ Active Confirmed PEEIRRAT MERE N I 05 7C
(rand dep)
Credit cards
Type Status Confirmed Name CC Number Exp. Currency Issuer
@ Credit  Primary  CVW2RdChg (Refunded) NG 00 | 4/2013  CNY
Debit cards
Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file
Secure Card Attributes
Billing Address:

PayPal Credit

PayPal Credit Account Details

Secure Card Numbers: | N/A

Page 2 of 3

Spoof IP

[View all card numbers]

Backup Funding Source: | N/A

Daily Spending Limit |$500 vl

PayPal Credit Account Number:

Expiration Date:

https://admin.paypal.com/cgi-bin/admin
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Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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PayPal

Account Info for F# B¥

Page 1 of 2

(YinHai Ping)
User Info Account Info
First Name: | &% Account Status: | Limited - High
Middle Name: Account #: | |GG 1450
Last Name: | # Account Type: | Premier - Chinese Verified (China)
SSN:- Time Created: | Jun 15, 2012 16:42:44 GMT+08:00
TIN: Financials
pos: | I Account Balance: | $0.00 USD
Credit Card Statement | YINHAIPINGO Total Amount Sent (USD | $0.00 USD
Name: Equiv):
Email: | yinhaiping0514@gmail.com Total Amount Received: | $0.00 USD
Business Info Amount Received: | Current Month: $0.00 USD

Name:
URL:

Customer Service Phone:

(A month is determined by
user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Last 3 Months: $0.00 USD
$0.00 USD
$0.00 USD

$0.00 USD* (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail
E-mail Primary Confirmed Active
yinhaiping0514@gmail.com v W v

Aliases
Name Login Alias Privileges Active

Phone numbers
Phone Number Type Confirmation Status

I Home Unconfimmed - No Attempt

Addresses
Date Entered Address Use

6/15/2012 (Home)

IP Summary
IPs Logins First Used Last Used Status
113.79.79.31 1 Jul 25, 2012 10:58:21 GMT+08:00 Jul 25, 2012 10:58:21 GMT+08:00
119.141.161.194 2 Jul 23, 2012 07:58:19 GMT+08:00 Jul 24, 2012 11:21:20 GMT+08:00
119.141.163.8 2 Jul 21, 2012 15:41:27 GMT+08:00 Jul 21, 2012 17:23:13 GMT+08:00
113.80.228.157 18 Jul 17, 2012 13:59:51 GMT+08:00 Jul 21, 2012 07:58:16 GMT+08:00
113.80.229.84 1 Jul 17, 2012 10:08:55 GMT+08:00 Jul 17, 2012 10:08:55 GMT+08:00
113.79.31.106 1 Jul 16, 2012 17:48:23 GMT+08:00 Jul 16, 2012 17:48:23 GMT+08:00
113.79.34.189 3 Jul 16, 2012 11:44:26 GMT+08:00 Jul 16, 2012 14:45:27 GMT+08:00
220.112.32.194 (Signup) 10 Jun 15, 2012 16:42:45 GMT+08:00 Jun 25, 2012 17:55:43 GMT+08:00

IP Protection | Disabled [Toggle]
Restrictions
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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Restriction Attack Case ID Time Restricted Time Lifted
SRO - Suspicious Merchant Identity Dec 31, 2012 23:26:19 GMT+08:00
AUP Account Closure Jul 22, 2012 23:28:16 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual Active Confirmed REZIRRIT FgF CN _9639
(rand dep)

Credit cards

Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards

Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file

Secure Card Attributes
Billing Address:

Secure Card Numbers: | N/A
[View all card numbers]

Backup Funding Source: | N/A
Daily Spending Limit I $500 vl

PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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PayPal

Account Info for # &¥

Page 1 of 2

(YinJinPing)
User Info Account Info
First Name: | £ Account Status: | Limited - High
Middle Name: Account #: | |G 75
Last Name: | & Account Type: | Premier - Chinese Verified (China)
SSN: Time Created: | Oct 22, 2010 10:44:07 GMT+08:00
TIN: Financials
pos: | I Account Balance: | $0.00 USD
Credit Card Statement | YINJINPING1 Total Amount Sent (USD | $0.00 USD
Name: Equiv):
Email: | yinjinpingl@gmail.com Total Amount Received: | $0.00 USD
Business Info Amount Received:

Name:
URL:

Customer Service Phone:

E-mail

(A month is determined by
user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Current Month: $0.00 USD

Last 3 Months: $0.00 USD
$0.00 USD
$0.00 USD

$0.00 USD* (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

Primary

Confirmed

Active

yinjinpingl@gmail.com

Aliases

Name

Login Alias

Privileges

Active

Phone numbers

Phone Number

Type

Confirmation Status

Addresses

Home

Unconfirmed - No Attempt

Date Entered

10/21/2010

IP Summary

Address

Use

(Home)

1Ps Logins First Used Last Used Status
14.23.247.7 1 Nov 4, 2012 21:58:50 GMT+08:00 Nov 4, 2012 21:58:50 GMT+08:00

14.23.247.13 1 Nov 3, 2012 16:17:18 GMT+08:00 Nov 3, 2012 16:17:18 GMT+08:00 Bad IP
14.23.247.4 1 Nov 3, 2012 00:05:24 GMT+08:00 Nov 3, 2012 00:05:24 GMT+08:00

14.23.247.16 1 Oct 31, 2012 08:13:19 GMT+08:00 Oct 31, 2012 08:13:19 GMT+08:00

14.23.247.26 1 Oct 31, 2012 00:40:00 GMT+08:00 Oct 31, 2012 00:40:00 GMT+08:00

14.23.247.28 1 Oct 29, 2012 22:10:33 GMT+08:00 Oct 29, 2012 22:10:33 GMT+08:00

113.107.24.40 1 Oct 19, 2012 21:27:42 GMT+08:00 Oct 19, 2012 21:27:42 GMT+08:00

58.248.30.220 2 Sep 22, 2012 00:03:47 GMT+08:00 Sep 22, 2012 22:43:51 GMT+08:00

117.26.72.163 3 Mar 19, 2012 13:40:44 GMT+08:00 Mar 21, 2012 15:21:10 GMT+08:00

59.60.125.249 1 Feb 21, 2011 00:43:14 GMT+08:00 Feb 21, 2011 00:43:14 GMT+08:00

121.13.201.184 (Signup) 6 Oct 22, 2010 10:44:08 GMT+08:00 Oct 22, 2010 12:11:29 GMT+08:00
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IP Protection | Disabled [Toggle]

Restrictions

Restriction Attack Case ID Time Restricted Time Lifted

SRO - Suspicious Merchant Identity Dec 31, 2012 23:30:14 GMT+08:00

AUP Account Closure Nov 4, 2012 02:19:06 GMT+08:00
Banks

Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #

Individual ~ Active Confirmed PEEIRRT FEF  ON [ A

(rand dep)

Credit cards

Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards

Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file

Secure Card Attributes
Billing Address:
Secure Card Numbers: | N/A

[View all card numbers]

Backup Funding Source: | N/A
Daily Spending Limit I $500 vl

PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin
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PayPal

Account Info for Shunliang Zhang

Page 1 of 3

User Info
First Name:
Middle Name:
Last Name:

Shunliang

Zhang

Credit Card Statement | SHUNLIANG30

Name:
Email:
Business Info
Name:
URL:

Customer Service Phone:

E-mail

shunliang301@gmail.com

Account Info
Account Status:
Account #:
Account Type:
Time Created:

Financials
Account Balance:
Total Amount Sent (USD
Equiv):
Total Amount Received:

Amount Received:
(A month is determined by
user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Limited - High

I 003

Premier - Chinese Verified (China)

Dec 2, 2011 04:19:25 GMT+08:00

$0.00 USD
$0.00 USD

$16,690.00 USD

Current Month: $0.00 USD
Last 3 Months: $15,932.00 USD

$0.00 USD
$0.00 USD

$0.00 USD* (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

Primary

Confirmed

Active

shunliang301@gmail.com

Aliases

W

Name

Login Alias

Privileges

Active

Phone numbers

Phone Number

Type

Confirmation Status

Addresses

Home

Unconfirmed - No Attempt

Date Entered
12/27/2011

12/1/2011

IP Summary

Address

Use

(Home)

1Ps Logins First Used Last Used Status
113.97.99.250 1 Jun 2, 2012 16:11:24 GMT+08:00 Jun 2, 2012 16:11:24 GMT+08:00

116.23.198.21 1 Apr 28, 2012 12:11:26 GMT+08:00 Apr 28, 2012 12:11:26 GMT+08:00

113.115.227.12 1 Apr 3, 2012 16:12:06 GMT+08:00 Apr 3, 2012 16:12:06 GMT+08:00

59.42.60.239 1 Feb 3, 2012 00:49:34 GMT+08:00 Feb 3, 2012 00:49:34 GMT+08:00

59.42.233.180 1 Jan 14, 2012 16:16:17 GMT+08:00 Jan 14, 2012 16:16:17 GMT+08:00

14.147.98.168 1 Jan 9, 2012 12:43:54 GMT+08:00 Jan 9, 2012 12:43:54 GMT+08:00

116.23.2.16 1 Jan 5, 2012 21:44:04 GMT+08:00 Jan 5, 2012 21:44:04 GMT+08:00

59.41.144.221 1 Jan 4, 2012 15:38:58 GMT+08:00 Jan 4, 2012 15:38:58 GMT+08:00

58.62.212.144 1 Jan 3, 2012 18:22:08 GMT+08:00 Jan 3, 2012 18:22:08 GMT+08:00

https://admin.paypal.com/cgi-bin/admin 12/31/2012



FIT Page - PayPal Administrative Tools

Page 2 of 3
Case 1:12-cv-09338-SAS Document 25-1 Filed 06/06/13 Page 29 of 80

59.42.62.123 1 Jan 2, 2012 01:08:10 GMT+08:00 Jan 2, 2012 01:08:10 GMT+08:00
59.42.61.157 1 Dec 29, 2011 03:44:43 GMT+08:00 Dec 29, 2011 03:44:43 GMT-+08:00
116.23.154.158 1 Dec 27, 2011 14:39:31 GMT+08:00 Dec 27, 2011 14:39:31 GMT+08:00
219.134.179.60 1 Dec 25, 2011 13:41:58 GMT+08:00 Dec 25, 2011 13:41:58 GMT+08:00
116.23.155.154 1 Dec 22, 2011 16:54:08 GMT+08:00 Dec 22, 2011 16:54:08 GMT+08:00
14.147.98.70 2 Dec 12, 2011 22:59:27 GMT+08:00 Dec 12, 2011 23:10:29 GMT+08:00
59.42.234.43 1 Dec 10, 2011 16:02:59 GMT+08:00 Dec 10, 2011 16:02:59 GMT+08:00
58.62.171.113 1 Dec 7, 2011 17:36:45 GMT+08:00 Dec 7, 2011 17:36:45 GMT+08:00
113.114.41.134 (Signup) 1 Dec 2, 2011 04:19:26 GMT+08:00 Dec 2, 2011 04:19:26 GMT+08:00

IP Protection | Disabled [Toggle]

Restrictions

Restriction Attack Case ID Time Restricted Time Lifted
SRO - Suspicious Merchant Identity Dec 11, 2012 23:12:45 GMT+08:00
AUP Account Closure Dec 7, 2011 17:22:40 GMT+08:00
SRO - High Risk Selling Activity Dec 5, 2011 15:51:00 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual Active Confirmed T E BT HIRE N I 5
(rand dep)
Credit cards
Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards
Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file
Secure Card Attributes
Billing Address:
Secure Card Numbers: | N/A
[View all card numbers]
Backup Funding Source: | N/A
Daily Spending Limit |$5OO vI
PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available
Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method
No Mobile payments on file
The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.
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PayPal

Account Info for Zhibo Yang

Page 1 of 2

User Info
First Name:
Middle Name:
Last Name:

Credit Card Statement
Name:

Email:

Business Info
Name:
URL:

Customer Service Phone:

Zhibo

Yang

YANGB0593

yangb0593@gmail.com

Account Info
Account Status:
Account #:
Account Type:
Time Created:

Financials
Account Balance:
Total Amount Sent (USD
Equiv):
Total Amount Received:

Amount Received:
(A month is determined by
user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Limited - High

- B

Premier - Chinese Verified (China)

Jun 30, 2012 20:19:14 GMT+08:00

$0.00 USD
$0.00 USD

$6,119.00 USD

Current Month: $0.00 USD
Last 3 Months:  $5,258.00 USD

$0.00 USD
$0.00 USD

$0.00 USD* (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail
E-mail Primary Confirmed Active
yangb0593@gmail.com ' W v

Aliases
Name Login Alias Privileges Active

Phone numbers
Phone Number Type Confirmation Status

] Home Unconfirmed - No Attempt

Addresses
Date Entered Address Use
6/30/2012 (Home)

IP Summary
IPs Logins First Used Last Used Status
113.112.88.23 1 Sep 6, 2012 00:48:49 GMT+08:00 Sep 6, 2012 00:48:49 GMT+08:00
14.147.98.164 1 Aug 23, 2012 00:35:01 GMT+08:00 Aug 23, 2012 00:35:01 GMT+08:00
59.42.61.170 1 Aug 15, 2012 18:17:50 GMT+08:00 Aug 15, 2012 18:17:50 GMT+08:00
116.23.3.89 1 Aug 8, 2012 03:21:59 GMT+08:00 Aug 8, 2012 03:21:59 GMT+08:00
183.5.191.172 1 Jul 26, 2012 20:24:40 GMT+08:00 Jul 26, 2012 20:24:40 GMT+08:00
14.145.80.119 1 Jul 20, 2012 16:59:32 GMT+08:00 Jul 20, 2012 16:59:32 GMT+08:00
14.145.81.32 1 Jul 20, 2012 00:37:22 GMT+08:00 Jul 20, 2012 00:37:22 GMT+08:00
14.147.96.45 1 Jul 14, 2012 18:23:00 GMT+08:00 Jul 14, 2012 18:23:00 GMT+08:00
218.20.120.230 1 Jul 14, 2012 13:07:57 GMT+08:00 Jul 14, 2012 13:07:57 GMT+08:00
113.108.167.162 (Signup) 4 Jun 30, 2012 20:19:15 GMT+08:00 Jun 30, 2012 20:27:34 GMT+08:00

IP Protection | Disabled [Toggle]
Restrictions
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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Restriction Attack Case ID Time Restricted Time Lifted
SRO - Suspicious Merchant Identity Dec 14, 2012 01:49:12 GMT+08:00
AUP Account Closure Jul 14, 2012 05:17:10 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual ~ Active Confirmed SPE TRREAT AR N I 1 636
(rand dep)

Credit cards

Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards

Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file

Secure Card Attributes
Billing Address:

Secure Card Numbers: | N/A
[View all card numbers]

Backup Funding Source: | N/A
Daily Spending Limit I $500 ¥ |

PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.
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PayPal

Account Info for gingrong Xiao

User Info
First Name:
Middle Name:
Last Name:

qingrong

Credit Card Statement | QINGRONGUK

Name:
Email:
Business Info
Name:
URL:

Customer Service Phone:

E-mail

gingronguk@gmail.com

Account Info
Account Status:
Account #:
Account Type:
Time Created:

Financials
Account Balance:
Total Amount Sent (USD
Equiv):
Total Amount Received:

Amount Received:
(A month is determined by
user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Limited - High
I =5
Premier - Chinese Verified (China)

Nov 27, 2012 17:29:24 GMT+08:00

$1,048.21 USD
$0.00 USD

$1,092.00 USD

Current Month: $0.00 USD

Last 3 Months: $1,092.00 USD
$0.00 USD
$0.00 USD

$1,048.21 USD* (0 % - $0.00 USD)
$1,048.21 USD [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

Primary

Confirmed

Active

gingronguk@gmail.com

Aliases

Name

Login Alias

Privileges

Active

Phone numbers

Phone Number

Type

Confirmation Status

Addresses

Home

Unconfirmed - No Attempt

Date Entered

Address

11/27/2012

IP Summary

Use

(Home)

IPs

Logins First Used

Last Used

116.255.159.182 (Signup)

Restrictions

5 Nov 27, 2012 17:29:25 GMT+08:00

IP Protection | Disabled

[Toggle]

Dec 6, 2012 23:40:13 GMT+08:00

Restriction Attack Case ID Time Restricted Time Lifted
SRO - Suspicious Merchant Identity Dec 14, 2012 01:35:26 GMT+08:00
AUP Account Closure Dec 2, 2012 04:36:00 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual Active Confirmed HETERT BRA CN I 0205
(rand dep)

Credit cards

https://admin.paypal.com/cgi-bin/admin
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Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards

Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file

Secure Card Attributes

Billing Address:

Secure Card Numbers: | N/A

[View all card numbers]

Backup Funding Source: | N/A

Daily Spending Limit |$500 vl

PayPal Credit

PayPal Credit Account Details

PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]

Funding Source Availability: | Disabled

Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin
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PayPal

| 3 Failed to fetch the confirmation method for the bank. ACH ID: 145415771

Account Info for Bf B4
(Chen Yan Hong)

User Info
First Name: | F4L
Middle Name:
Last Name: | Bk

pos: | I
Credit Card Statement | 2441153645

Name:

Email: | kevin-wangxian@hotmail.com,
aillyok1987@hotmail.com,
394773602@qqg.com,
2441153645@qg.com,
willacather777@hotmail.com

Business Info
Name:
URL:
Customer Service Phone:

E-mail

Account Info
Account Status:
Account #:
Account Type:
Time Created:

Financials
Account Balance:

Total Amount Sent (USD
Equiv):

Total Amount Received:
Amount Received:

(A month is determined by

user's signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Locked - Charged-Off

I 10

Premier - Chinese Verified (China)
Sep 17, 2011 09:27:46 GMT+08:00

-$144.23 USD
$1,670.00 USD

$3,913.01 USD

Current Month: $0.00 USD
Last 3 Months: $1,604.01 USD

$2,259.00 USD
$0.00 USD

$0.00 USD™ (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

Primary Confirmed Active

smithchenshen@hotmail.com
alexchenshen@hotmail.com
giaoxiting@gmail.com
shwdgl105@hotmail.com
caesarcowell@hotmail.com
caesarmiz@hotmail.com
shwdgl1107@hotmail.com
kevin-wangxian@hotmail.com
2533685421@qg.com
2372630214@q0.com
2602996453@0(q.com
carmelochenshen@hotmail.com
vicey8@gmail.com
avzim88@hotmail.com
liytrade2012@hotmail.com
aillyok1987@hotmail.com
394773602@qq.com
1620594970@qqg.com
2424375341@qg.com
2403899046@0(q.com
1636007151@qg.com
1962433936@qg.com
2459259131@qg.com
2239032292@q0.com
2274995707@qg.com

https://admin.paypal.com/cgi-bin/admin
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Page 2 of 3

mingyuanlee@msn.cn W
2350445608@0qg.com W
2427865129@qg.com v
2441153645@qg.com v v v
kerker0924@hotmail.com v
xuxiangl01l@gmail.com W
Jjamessmith818@hotmail.com W
willacather777@hotmail.com v v
willacather555@hotmail.com v
shwdgl4@hotmail.com W
willacather666@hotmail.com v
Aliases
Name Login Alias Privileges Active
Phone numbers
Phone Number Type Confirmation Status
I Home Unconfirmed - No Attempt
Addresses
Date Entered Address Use
9/16/2011 (Home)
IP Summary
1Ps Logins First Used Last Used Status
114.239.62.11 1 Dec 25, 2011 17:59:38 GMT-+08:00 Dec 25, 2011 17:59:38 GMT+08:00
114.239.59.165 1 Dec 25, 2011 17:15:27 GMT+08:00 Dec 25, 2011 17:15:27 GMT+08:00
218.91.49.38 2 Nov 28, 2011 17:18:12 GMT+08:00 Nov 28, 2011 17:54:07 GMT+08:00
221.224.15.89 1 Nov 28, 2011 16:25:56 GMT+08:00 Nov 28, 2011 16:25:56 GMT+08:00
202.102.92.69 1 Nov 27, 2011 14:01:06 GMT+08:00 Nov 27, 2011 14:01:06 GMT+08:00
114.239.62.44 1 Nov 27, 2011 13:56:13 GMT+08:00 Nov 27, 2011 13:56:13 GMT+08:00
118.126.14.130 5 Nov 14, 2011 12:14:09 GMT+08:00 Nov 17, 2011 11:03:32 GMT+08:00
202.101.6.21 1 Nov 16, 2011 10:39:37 GMT+08:00 Nov 16, 2011 10:39:37 GMT+08:00
61.177.236.43 3 Nov 12, 2011 10:27:07 GMT+08:00 Nov 14, 2011 09:48:11 GMT+08:00
117.95.242.235 1 Nov 6, 2011 14:18:18 GMT-+08:00 Nov 6, 2011 14:18:18 GMT-+08:00
211.154.164.66 1 Nov 5, 2011 21:24:27 GMT+08:00 Nov 5, 2011 21:24:27 GMT+08:00
49.89.22.57 7 Nov 5, 2011 21:07:31 GMT+08:00 Nov 5, 2011 21:22:52 GMT-+08:00
120.90.55.133 6 Nov 2, 2011 11:31:13 GMT-+08:00 Nov 4, 2011 21:52:45 GMT-+08:00
120.90.73.66 8 Nov 1, 2011 11:05:10 GMT+08:00 Nov 2, 2011 01:48:34 GMT-+08:00
120.90.73.72 3 Oct 30, 2011 23:05:18 GMT+08:00 Oct 31, 2011 19:04:58 GMT+08:00
120.90.75.22 4 Oct 28, 2011 21:57:35 GMT+08:00 Oct 29, 2011 14:28:38 GMT+08:00
120.90.74.78 2 Oct 26, 2011 18:57:44 GMT+08:00 Oct 27, 2011 11:33:24 GMT+08:00
120.90.75.145 17 Oct 20, 2011 11:02:47 GMT+08:00 Oct 26, 2011 12:23:43 GMT+08:00
120.90.72.224 2 Oct 24, 2011 09:42:07 GMT+08:00 Oct 24, 2011 11:23:45 GMT+08:00
221.231.109.87 4 Oct 20, 2011 21:32:09 GMT+08:00 Oct 20, 2011 21:37:18 GMT+08:00
120.90.75.169 17 Oct 17, 2011 14:50:29 GMT+08:00 Oct 18, 2011 18:51:13 GMT+08:00
49.89.21.140 2 Oct 1, 2011 18:04:22 GMT+08:00 Oct 1, 2011 18:04:31 GMT+08:00
180.117.201.153 2 Sep 30, 2011 08:46:16 GMT+08:00 Sep 30, 2011 23:00:53 GMT+08:00
221.224.49.75 3 Sep 19, 2011 13:27:53 GMT+08:00 Sep 21, 2011 19:12:20 GMT+08:00
114.239.202.24 (Signup) 3 Sep 17, 2011 09:27:49 GMT+08:00 Sep 17, 2011 09:29:40 GMT+08:00
IP Protection | Disabled [Toggle]
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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Restrictions

Page 3 of 3
Page 37 of 80

Restriction Attack Case ID Time Restricted Time Lifted
SRO - Suspicious Merchant Identity Dec 14, 2012 02:03:50 GMT+08:00
AUP Account Closure Sep 12, 2012 01:14:14 GMT+08:00
AUTO - Aged Restricted Jan 8, 2012 18:00:00 GMT+08:00
SRO - High Risk Selling Activity Nov 24, 2011 17:54:54 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual Active Confirmed RETIERIT BRELD CN [ [ezmd
(rand dep)
Credit cards
Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards
Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file
Secure Card Attributes
Billing Address:
Secure Card Numbers: | N/A
[View all card numbers]
Backup Funding Source: | N/A
Daily Spending Limit | | $500 '+
PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available
Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method
No Mobile payments on file
The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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PayPal

Account Info for 3K /Mg
(Zhang Xiao Hua)

User Info
First Name: | /Mg

Middle Name:
Last Name: | 3K

SSN:
TIN:

poe: | I

Credit Card Statement | PAYMENTLING
Name:

Email: | paymentlingerie@gmail.com

Business Info
Name:
URL:

Customer Service Phone:

E-mail

Account Info
Account Status:
Account #:
Account Type:
Time Created:

Financials
Account Balance:
Total Amount Sent (USD
Equiv):
Total Amount Received:

Amount Received:
(A month is determined by
user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Limited - High
I 5

Premier - Chinese Verified (China)
Dec 5, 2012 04:13:34 GMT+08:00

$12,312.57 USD
$0.00 USD

$13,969.00 USD

Current Month: $13,087.00 USD

Last 3 Months: $0.00 USD
$0.00 USD
$0.00 USD

$12,312.57 USD* (0 % - $0.00 USD)
$12,312.57 USD [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

Primary

Confirmed

Active

paymentlingerie@gmail.com

Aliases

v

W W

Name Login Alias

Privileges

Active

Phone numbers

Phone Number

Type

Confirmation Status

Addresses

Home

Unconfirmed - No Attempt

Date Entered

Address

12/4/2012

IP Summary

Use

(Home)

1Ps Logins First Used Last Used Status
101.64.180.6 (Signup) 8 Dec 5, 2012 04:13:35 GMT+08:00 Dec 27, 2012 00:31:38 GMT+08:00
IP Protection | Disabled [Toggle]

Restrictions

Restriction Attack Case ID Time Restricted Time Lifted

SRO - Suspicious Merchant Identity Jan 1, 2013 00:25:11 GMT+08:00

AUP Account Closure Dec 20, 2012 05:32:59 GMT+08:00

SRO - High Risk Selling Activity Dec 10, 2012 14:26:53 GMT+08:00
Banks

Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #

Individual ~ Active Confirmed HERIRRT wME CN 2
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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(rand dep)
Credit cards
Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards
Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file

Secure Card Attributes

Billing Address:

Secure Card Numbers: | N/A

[View all card numbers]

Backup Funding Source: | N/A

Daily Spending Limit |$500 vl

PayPal Credit

PayPal Credit Account Details

PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]

Funding Source Availability: | Disabled

Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin

Go to top
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PayPal

Account Info for Br Z=g

Page 1 of 4

(Chen Zhang Peng)
User Info Account Info
First Name: | ZH§ Account Status: | Limited - High
Middle Narme: Account #: | || 7308
Last Name: | B Account Type: | Premier - Chinese Verified (China)
SSN: Time Created: | Feb 5, 2010 14:35:57 GMT+08:00
TIN: Financials
pos: | I Account Balance: | $0.00 USD
Credit Card Statement | JIAYINSALE Total Amount Sent (USD | $729.00 USD
Name: Equiv):
Email- | jiayinsale@gmail.com Total Amount Received: | $45,851.20 USD
Business Info Amount Received: | Current Month: $0.00 USD
Narme: (Amonthis determined by | ¢ 3 \jonths: $1,717.00 USD
user’s signup date, NOT by
_ calendar th $15,362.00 USD
URL: acalendar month) $8,909.20 USD

Customer Service Phone:

E-mail

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

$0.00 USD* (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

Primary

Confirmed

Active

jiayinsale@gmail.com

Aliases

Name

Login Alias

Privileges

Active

Phone numbers

Phone Number

Type

Confirmation Status

Addresses

Home

Unconfirmed - No Attempt

Date Entered

Address

2/5/2010

IP Summary

Use

(Home)

IPs

Logins First Used

Last Used

Status

58.249.114.67
58.253.23.172
183.40.225.63
113.112.162.95
113.113.148.205
113.112.178.52
113.113.167.32
113.113.160.179
113.113.195.165
113.113.150.140

B R R WR R P R R R

May 7, 2011 13:53:52 GMT+08:00
Apr 8, 2011 10:16:18 GMT-+08:00
Jan 25, 2011 15:26:08 GMT+08:00
Dec 22, 2010 00:55:00 GMT+08:00
Nov 26, 2010 01:33:16 GMT+08:00
Nov 10, 2010 20:34:32 GMT+08:00
Nov 9, 2010 00:50:54 GMT+08:00
Nov 8, 2010 14:12:11 GMT+08:00
Nov 8, 2010 11:50:00 GMT+08:00
Nov 8, 2010 01:26:55 GMT+08:00

https://admin.paypal.com/cgi-bin/admin

May 7, 2011 13:53:52 GMT+08:00
Apr 8, 2011 10:16:18 GMT-+08:00
Jan 25, 2011 15:26:08 GMT-+08:00
Dec 22, 2010 00:55:00 GMT+08:00
Nov 26, 2010 01:33:16 GMT+08:00
Nov 10, 2010 20:34:32 GMT+08:00
Nov 9, 2010 00:54:07 GMT+08:00
Nov 8, 2010 14:12:11 GMT+08:00
Nov 8, 2010 11:50:00 GMT+08:00
Nov 8, 2010 01:26:55 GMT+08:00
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113.112.145.224
113.112.204.87
113.113.148.116
113.112.211.17
113.114.209.213
113.113.201.91
113.114.206.131
113.112.161.80
113.112.213.79
113.112.188.195
113.113.182.75
113.113.149.237
113.113.172.68
113.113.145.127
113.112.186.22
113.113.183.217
113.112.134.83
116.23.223.96
113.113.166.162
113.112.146.235
113.113.181.25
113.114.203.137
113.113.185.139
113.113.157.143
113.113.201.27
113.113.181.187
113.113.177.175
113.114.197.177
113.113.130.121
113.113.177.151
113.113.174.24
113.113.133.82
113.113.223.180
113.113.216.107
113.112.181.140
113.113.211.112
113.112.205.201
116.23.223.245
113.113.137.9
113.113.161.1
113.113.144.160
116.23.223.252
113.114.213.102
113.113.204.225
113.113.153.75
113.114.209.71
113.113.184.48
113.113.177.20
113.112.196.142
113.113.142.136
113.112.129.30
113.112.159.165

R R R P R R REPN®WRRPRPRNERREREPNIRPRPRRDMNODR PR RPNREREPRRPNREREPNIERRRWOOOIUIWR®WRR R R P R R

Nov 7, 2010 09:18:18 GMT+08:00
Nov 6, 2010 00:54:25 GMT+08:00
Nov 6, 2010 00:19:31 GMT+08:00
Nov 5, 2010 21:27:30 GMT+08:00
Nov 5, 2010 13:49:52 GMT+08:00
Nov 4, 2010 14:26:20 GMT+08:00
Nov 2, 2010 20:19:06 GMT+08:00
Nov 2, 2010 14:56:23 GMT+08:00
Nov 2, 2010 10:22:44 GMT+08:00
QOct 29, 2010 10:34:33 GMT+08:00
Oct 27, 2010 19:47:11 GMT+08:00
Oct 27, 2010 19:38:20 GMT+08:00
Oct 26, 2010 14:04:05 GMT+08:00
QOct 26, 2010 00:52:12 GMT+08:00
Oct 26, 2010 00:31:22 GMT+08:00
Oct 25, 2010 20:57:48 GMT+08:00
Oct 24, 2010 15:05:30 GMT+08:00
Oct 24, 2010 11:58:45 GMT+08:00
Oct 23, 2010 00:33:27 GMT+08:00
Oct 23, 2010 00:11:28 GMT+08:00
Oct 19, 2010 09:46:39 GMT+08:00
Oct 15, 2010 13:09:46 GMT+08:00
Oct 15, 2010 01:29:09 GMT+08:00
Oct 13, 2010 22:11:02 GMT+08:00
Oct 12, 2010 20:47:05 GMT+08:00
Oct 9, 2010 10:45:53 GMT+08:00
Oct 8, 2010 22:54:27 GMT+08:00
Oct 4, 2010 01:04:41 GMT+08:00
Sep 29, 2010 10:00:53 GMT+08:00
Sep 29, 2010 00:44:49 GMT+08:00
Sep 28, 2010 13:24:58 GMT+08:00
Sep 25, 2010 00:37:58 GMT+08:00
Sep 24, 2010 23:57:32 GMT+08:00
Sep 24, 2010 21:37:42 GMT+08:00
Sep 22, 2010 15:28:35 GMT+08:00
Sep 17, 2010 14:43:14 GMT+08:00
Sep 16, 2010 23:23:59 GMT+08:00
Sep 14, 2010 14:18:25 GMT+08:00
Sep 14, 2010 12:44:13 GMT+08:00
Sep 12, 2010 11:53:58 GMT+08:00
Sep 11, 2010 13:53:28 GMT+08:00
Sep 8, 2010 15:14:52 GMT+08:00
Sep 5, 2010 22:44:19 GMT+08:00
Aug 27, 2010 20:05:18 GMT+08:00
Aug 27, 2010 18:25:19 GMT+08:00
Aug 27, 2010 14:16:08 GMT+08:00
Aug 26, 2010 16:27:40 GMT+08:00
Aug 24, 2010 22:19:33 GMT+08:00
Aug 23, 2010 16:11:46 GMT+08:00
Aug 21, 2010 20:32:46 GMT+08:00
Aug 20, 2010 22:25:03 GMT+08:00
Aug 17, 2010 23:55:42 GMT+08:00

https://admin.paypal.com/cgi-bin/admin

Nov 7, 2010 09:18:18 GMT+08:00
Nov 6, 2010 00:54:25 GMT+08:00
Nov 6, 2010 00:19:31 GMT+08:00
Nov 5, 2010 21:27:30 GMT+08:00
Nov 5, 2010 13:49:52 GMT+08:00
Nov 4, 2010 14:26:20 GMT+08:00
Nov 2, 2010 20:19:06 GMT+08:00
Nov 2, 2010 14:56:37 GMT+08:00
Nov 2, 2010 10:22:44 GMT+08:00
Oct 29, 2010 10:36:16 GMT+08:00
Oct 27, 2010 19:48:13 GMT+08:00
Oct 27, 2010 19:39:14 GMT+08:00
Oct 26, 2010 14:04:26 GMT+08:00
Oct 26, 2010 00:52:12 GMT+08:00
Oct 26, 2010 00:31:22 GMT+08:00
Oct 25, 2010 20:57:48 GMT+08:00
Oct 24, 2010 15:05:43 GMT+08:00
Oct 24, 2010 11:58:45 GMT+08:00
Oct 23, 2010 00:33:27 GMT+08:00
Oct 23, 2010 00:11:45 GMT+08:00
Oct 19, 2010 09:46:39 GMT+08:00
Oct 15, 2010 13:09:46 GMT+08:00
Oct 15, 2010 01:29:09 GMT+08:00
Oct 13, 2010 22:11:02 GMT+08:00
Oct 12, 2010 20:47:34 GMT+08:00
Oct 9, 2010 10:45:53 GMT+08:00
Oct 8, 2010 22:54:27 GMT+08:00
Oct 4, 2010 01:04:41 GMT+08:00
Sep 29, 2010 10:00:53 GMT+08:00
Sep 29, 2010 00:50:12 GMT+08:00
Sep 28, 2010 13:25:52 GMT+08:00
Sep 25, 2010 00:37:58 GMT+08:00
Sep 24, 2010 23:57:32 GMT+08:00
Sep 24, 2010 21:37:42 GMT+08:00
Sep 22, 2010 15:30:03 GMT+08:00
Sep 17, 2010 14:43:14 GMT+08:00
Sep 16, 2010 23:23:59 GMT+08:00
Sep 14, 2010 14:18:25 GMT+08:00
Sep 14, 2010 12:44:19 GMT+08:00
Sep 12, 2010 11:53:58 GMT+08:00
Sep 11, 2010 13:53:28 GMT+08:00
Sep 8, 2010 15:14:52 GMT+08:00
Sep 5, 2010 22:44:19 GMT+08:00
Aug 27, 2010 20:05:38 GMT+08:00
Aug 27, 2010 18:48:08 GMT+08:00
Aug 27, 2010 14:16:08 GMT+08:00
Aug 26, 2010 16:27:40 GMT+08:00
Aug 24, 2010 22:19:33 GMT+08:00
Aug 23, 2010 16:11:46 GMT-+08:00
Aug 21, 2010 20:32:46 GMT+08:00
Aug 20, 2010 22:25:03 GMT+08:00
Aug 17, 2010 23:55:42 GMT+08:00
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113.113.132.141
113.112.208.4
113.114.207.206
113.112.216.13
113.113.182.134
113.112.196.211
113.113.202.36
113.112.184.217
113.115.21.190
113.112.137.103
113.113.176.249
113.114.232.147
113.113.193.9
113.113.12.230

113.113.46.157 (Signup)

Restrictions

B P R RPN R DR R R R PR R PR

IP Protection | Disabled

Aug 15, 2010 23:55:12 GMT+08:00
Aug 14, 2010 22:24:28 GMT+08:00
Aug 13, 2010 16:31:24 GMT+08:00
Aug 12, 2010 10:35:22 GMT+08:00
Aug 11, 2010 23:40:52 GMT+08:00
Aug 11, 2010 09:26:05 GMT+08:00
Aug 10, 2010 00:01:24 GMT+08:00
Aug 9, 2010 21:37:17 GMT+08:00

Aug 4, 2010 10:19:55 GMT+08:00

Jun 9, 2010 10:44:16 GMT+08:00

May 23, 2010 12:36:00 GMT+08:00
May 20, 2010 21:04:04 GMT+08:00
May 15, 2010 13:58:42 GMT+08:00
Feb 18, 2010 18:28:11 GMT+08:00
Feb 5, 2010 14:35:59 GMT+08:00

[Toggle]

Aug 15, 2010 23:55:12 GMT+08:00
Aug 14, 2010 22:24:28 GMT+08:00
Aug 13, 2010 16:31:24 GMT+08:00
Aug 12, 2010 10:35:22 GMT+08:00
Aug 11, 2010 23:40:52 GMT+08:00
Aug 11, 2010 09:26:05 GMT+08:00
Aug 10, 2010 00:01:24 GMT+08:00
Aug 9, 2010 21:37:17 GMT+08:00

Aug 4, 2010 10:20:20 GMT+08:00

Jun 9, 2010 10:44:16 GMT+08:00

May 23, 2010 12:36:05 GMT+08:00
May 20, 2010 21:04:04 GMT+08:00
May 15, 2010 13:58:42 GMT+08:00
Feb 18, 2010 18:28:11 GMT+08:00
Feb 5, 2010 14:35:59 GMT+08:00

Restriction Attack Case ID Time Restricted Time Lifted

SRO - Suspicious Merchant Identity Sep 11, 2012 02:29:38 GMT+08:00

AUP Account Closure Nov 8, 2010 13:41:58 GMT+08:00
Banks

Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #

Individual Active Confirmed PEERRAT FREEMS CN I 1 570

(rand dep)

Credit cards

Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards

Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file
Secure Card Attributes

Billing Address:

PayPal Credit

Secure Card Numbers: | N/A

Backup Funding Source: | N/A

Daily Spending Limit |$500 vl

PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status:
Funding Source Availability:
Authorized Users:

Auctions

Disabled
Not Available

Page 30f 4

[View all card numbers]

[View History]

Auction User ID

Auction Manager
User ID

No Auctions on file

Mobile payments

https://admin.paypal.com/cgi-bin/admin

Go to top
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Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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Account Info for € &%

Page 1 of 4
Case 1:12-cv-09338-SAS Document 25-1 Filed 06/06/13 Page 44 of 80

inJiHao)
User Info Account Info
First Name: | &% Account Status: | Limited - High
Middle Narme: Account #: | | <525
Last Name: | & Account Type: | Premier - Chinese Verified (China)
SSN: Time Created: | Dec 10, 2011 21:59:06 GMT+08:00
TIN: Financials
pos: | I Account Balance: | $1,835.06 USD
Credit Card Statement | GLORIASKIM Total Amount Sent (USD | $60.08 USD
Name: Equiv):
Email- | gloria8.Kim@gmail.com Total Amount Received: | $13,521.90 USD
Business Info Amount Received: | Current Month: $580.00 USD
Name: (Amonth is determined by | ¢ 3 \jonths: $425.00 USD
user’s signup date, NOT by
_ calendar th $1,525.00 USD
URL: a calendar month) $681.90 USD

Customer Service Phone:

E-mail

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

$1,835.06 USD* (0 % - $0.00 USD)
$1,835.06 USD [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

Primary

Confirmed

Active

gloria8.kim@gmail.com

Aliases

Name

Login Alias

Privileges

Active

Phone numbers

Phone Number

Type

Confirmation Status

Addresses

Home

Unconfirmed - No Attempt

Date Entered

Address

6/2/2012

12/10/2011

IP Summary

Use

(Home)

1Ps Logins First Used Last Used Status
61.140.92.204 4 Dec 29, 2012 12:43:13 GMT+08:00 Dec 29, 2012 18:32:41 GMT+08:00
113.65.27.7 1 Dec 23, 2012 20:31:54 GMT+08:00 Dec 23, 2012 20:31:54 GMT+08:00
113.65.109.87 7 Dec 21, 2012 13:46:48 GMT+08:00 Dec 21, 2012 22:51:09 GMT+08:00
183.3.124.131 3 Dec 20, 2012 19:55:51 GMT+08:00 Dec 20, 2012 21:28:43 GMT+08:00
61.140.92.75 1 Dec 12, 2012 13:09:50 GMT+08:00 Dec 12, 2012 13:09:50 GMT+08:00
183.3.129.191 1 Dec 11, 2012 16:58:14 GMT+08:00 Dec 11, 2012 16:58:14 GMT+08:00
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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113.65.110.81
116.23.31.119
112.96.64.9
61.140.93.205
113.65.26.90
113.65.27.117
113.65.109.124
183.3.131.253
183.3.127.100
112.96.128.42
183.3.124.93
112.96.128.52
183.3.127.72
112.96.64.26
61.140.93.199
183.3.129.34
183.3.200.121
113.65.19.161
61.140.92.4
183.3.200.194
183.3.127.183
183.3.202.167
61.140.94.180
61.140.93.154
113.65.25.177
183.5.120.18
113.65.111.35
183.5.123.162
183.3.129.78
183.3.129.72
61.140.92.138
14.145.250.178
183.3.203.37
183.5.121.86
183.3.131.19
222.50.33.179
183.3.200.183
113.64.252.177
183.3.129.98
58.62.126.72
113.65.109.2
221.172.173.34
123.64.26.241
221.172.11.0
183.3.129.30
112.96.67.100
113.119.177.166
112.96.128.65
221.172.222.255
113.65.24.148
112.96.67.112
112.96.67.78

R W R P R R P ®OR R R OR PR REPOAONPRPRRRPROORNERRREREPRNOWIRERPRROORRWRDMNMRER®WRRRNRRPR R

Dec 7, 2012 21:39:19 GMT+08:00
Dec 5, 2012 00:22:34 GMT+08:00
Nov 20, 2012 18:30:29 GMT+08:00
Nov 20, 2012 14:52:28 GMT+08:00
Nov 9, 2012 12:52:25 GMT+08:00
Nov 1, 2012 20:27:29 GMT+08:00
Oct 30, 2012 08:33:30 GMT+08:00
Oct 23, 2012 14:11:20 GMT+08:00
Oct 16, 2012 20:00:45 GMT+08:00
Oct 16, 2012 18:09:36 GMT+08:00
Oct 12, 2012 01:29:56 GMT+08:00
Oct 13, 2012 18:59:46 GMT+08:00
Oct 6, 2012 11:05:14 GMT+08:00
Oct 8, 2012 19:00:39 GMT+08:00
Oct 3, 2012 21:16:51 GMT+08:00
Oct 1, 2012 16:54:18 GMT+08:00
Sep 28, 2012 11:05:24 GMT+08:00
Sep 23, 2012 16:54:58 GMT+08:00
Sep 20, 2012 23:37:43 GMT+08:00
Sep 19, 2012 10:10:48 GMT+08:00
Aug 20, 2012 11:21:21 GMT+08:00
Aug 19, 2012 18:04:51 GMT+08:00
Aug 18, 2012 11:24:15 GMT+08:00
Aug 10, 2012 09:53:40 GMT+08:00
Aug 8, 2012 17:31:57 GMT+08:00
Jul 30, 2012 15:37:40 GMT+08:00
Jul 28, 2012 11:52:57 GMT+08:00
Jul 24, 2012 13:29:41 GMT+08:00
Jul 23, 2012 12:30:06 GMT+08:00
Jul 17, 2012 13:56:06 GMT+08:00
Jun 26, 2012 22:13:51 GMT+08:00
Jun 23, 2012 11:56:10 GMT+08:00
Jun 20, 2012 22:25:09 GMT+08:00
Jun 18, 2012 20:49:53 GMT+08:00
Jun 15, 2012 23:44:30 GMT+08:00
Jun 11, 2012 15:59:08 GMT+08:00
Jun 8, 2012 08:04:07 GMT+08:00
Jun 2, 2012 22:46:48 GMT+08:00
May 31, 2012 21:15:42 GMT+08:00
May 25, 2012 12:10:53 GMT+08:00
May 16, 2012 21:32:36 GMT+08:00
May 12, 2012 19:08:40 GMT+08:00
May 11, 2012 18:53:01 GMT+08:00
May 9, 2012 19:01:16 GMT+08:00
May 8, 2012 05:56:24 GMT+08:00
May 2, 2012 17:27:46 GMT+08:00
Apr 28, 2012 22:00:50 GMT+08:00
Apr 27, 2012 15:52:21 GMT+08:00
Apr 24, 2012 19:16:59 GMT+08:00
Apr 23, 2012 21:10:44 GMT+08:00
Apr 8, 2012 14:36:40 GMT-+08:00
Apr 17, 2012 14:41:40 GMT+08:00

https://admin.paypal.com/cgi-bin/admin

Dec 7, 2012 21:39:19 GMT+08:00
Dec 5, 2012 00:22:34 GMT+08:00
Nov 20, 2012 18:30:29 GMT+08:00
Nov 20, 2012 14:52:28 GMT+08:00
Nov 9, 2012 12:52:48 GMT+08:00
Nov 1, 2012 20:27:29 GMT+08:00
Oct 30, 2012 08:33:30 GMT+08:00
Oct 23, 2012 14:11:20 GMT+08:00
Oct 18, 2012 11:52:09 GMT+08:00
Oct 16, 2012 18:09:36 GMT+08:00
Oct 13, 2012 23:42:29 GMT+08:00
Oct 13, 2012 18:59:46 GMT+08:00
Oct 9, 2012 01:11:53 GMT+08:00
Oct 8, 2012 19:00:39 GMT+08:00
Oct 3, 2012 21:16:51 GMT+08:00
Oct 1, 2012 17:03:57 GMT+08:00
Sep 28, 2012 11:05:24 GMT+08:00
Sep 23, 2012 16:54:58 GMT+08:00
Sep 20, 2012 23:37:43 GMT+08:00
Sep 20, 2012 10:46:53 GMT+08:00
Aug 20, 2012 11:24:01 GMT+08:00
Aug 19, 2012 18:04:51 GMT+08:00
Aug 18, 2012 11:24:15 GMT+08:00
Aug 10, 2012 09:53:40 GMT+08:00
Aug 8, 2012 17:31:57 GMT+08:00
Jul 30, 2012 15:37:40 GMT+08:00
Jul 28, 2012 23:37:35 GMT+08:00
Jul 24, 2012 13:29:41 GMT+08:00
Jul 23, 2012 23:48:58 GMT+08:00
Jul 17, 2012 13:56:06 GMT+08:00
Jun 26, 2012 22:13:51 GMT+08:00
Jun 23, 2012 11:56:10 GMT+08:00
Jun 20, 2012 22:25:09 GMT+08:00
Jun 19, 2012 00:06:09 GMT-+08:00
Jun 16, 2012 11:06:58 GMT+08:00
Jun 11, 2012 15:59:08 GMT+08:00
Jun 8, 2012 08:04:07 GMT+08:00
Jun 2, 2012 22:46:48 GMT+08:00
May 31, 2012 21:15:42 GMT+08:00
May 25, 2012 12:10:53 GMT+08:00
May 17, 2012 11:43:05 GMT+08:00
May 12, 2012 19:08:40 GMT+08:00
May 11, 2012 18:53:01 GMT+08:00
May 9, 2012 19:01:16 GMT+08:00
May 8, 2012 09:41:21 GMT+08:00
May 2, 2012 17:27:46 GMT+08:00
Apr 28, 2012 22:00:50 GMT+08:00
Apr 27, 2012 15:52:21 GMT+08:00
Apr 24, 2012 19:16:59 GMT+08:00
Apr 23, 2012 21:10:44 GMT+08:00
Apr 20, 2012 15:21:50 GMT+08:00
Apr 17, 2012 14:41:40 GMT+08:00

Page 2 of 4
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123.88.199.23
112.96.131.138
123.88.229.243
221.172.219.25
222.50.38.36
123.64.18.172
221.172.207.48
123.64.11.145
123.88.199.238
123.88.250.77
123.89.177.103
123.64.28.227
221.172.195.46
123.88.237.164 (Signup)

IP Protection | Disabled

Restrictions

N P R RRPR R P R R RPRNRP R R

Apr 10, 2012 18:56:59 GMT+08:00
Mar 31, 2012 15:22:45 GMT+08:00
Mar 27, 2012 18:09:48 GMT+08:00
Mar 24, 2012 17:50:05 GMT+08:00
Mar 17, 2012 17:29:37 GMT+08:00
Mar 12, 2012 21:27:46 GMT+08:00
Feb 28, 2012 15:22:11 GMT+08:00
Feb 24, 2012 16:00:00 GMT+08:00
Feb 23, 2012 17:40:36 GMT+08:00
Dec 24, 2011 17:49:14 GMT+08:00
Dec 21, 2011 22:30:53 GMT+08:00
Dec 18, 2011 00:27:06 GMT+08:00
Dec 14, 2011 16:22:51 GMT+08:00
Dec 10, 2011 21:59:07 GMT+08:00

[Toggle]

Page 30f 4

Apr 10, 2012 18:56:59 GMT+08:00
Mar 31, 2012 15:22:45 GMT+08:00
Mar 27, 2012 18:09:48 GMT+08:00
Mar 24, 2012 19:36:55 GMT+08:00
Mar 17, 2012 17:29:37 GMT+08:00
Mar 12, 2012 21:27:46 GMT+08:00
Feb 28, 2012 15:22:11 GMT+08:00
Feb 24, 2012 16:00:00 GMT+08:00
Feb 23, 2012 17:40:36 GMT+08:00
Dec 24, 2011 17:49:14 GMT+08:00
Dec 21, 2011 22:30:53 GMT+08:00
Dec 18, 2011 00:27:06 GMT+08:00
Dec 14, 2011 16:22:51 GMT+08:00
Dec 10, 2011 22:05:28 GMT+08:00

Restriction Attack Case ID Time Restricted Time Lifted
SRO - Suspicious Merchant Identity Jan 1, 2013 00:48:16 GMT+08:00
AUP Account Closure Dec 20, 2012 17:44:09 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual ~ Active Confirmed P TRRRAT $E%  ON I 035
(rand dep)
Credit cards
Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards
Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file
Secure Card Attributes
Billing Address:
Secure Card Numbers: | N/A
[View all card numbers]
Backup Funding Source: | N/A
Daily Spending Limit I $500 vl
PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available
Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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PayPal

Account Info for F B

(Yu Xiao Dan)
User Info Account Info
First Name: | B&f3 Account Status: | Limited - High
Middle Narme: Account #: | |G 3436
LastName: | F Account Type: | Premier - Chinese Verified (China)
SSN: Time Created: | Jan 21, 2011 20:06:48 GMT+08:00
TIN: Financials
pos: | I Account Balance: | $0.00 USD
Credit Card Statement | AGAPE789123 Total Amount Sent (USD | $0.00 USD
Name: Equiv):
Email: | agape789123@hotmail.com Total Amount Received: | $4,220.00 USD
Business Info Amount Received: | Current Month: $0.00 USD
Name: (Amonth is determined by | ¢ 3 \jonths: $690.00 USD
user’s signup date, NOT by
_ calendar th $2,020.00 USD
URL: a calendar month) $1,145.00 USD

Customer Service Phone:

E-mail

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

$0.00 USD* (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

Primary

Confirmed

Active

agape789123@hotmail.com
gloria789123@hotmail.com

Aliases

v

Name

Login Alias

Privileges

Active

Phone numbers

Phone Number

Type

Confirmation Status

Addresses

Home

Unconfirmed - No Attempt

Date Entered

Address

1/21/2011

IP Summary

(Home)

IPs

Logins First Used

Last Used

Status

113.65.109.1
113.65.25.112
221.172.0.208
222.50.33.168
221.172.17.232
123.64.28.206
123.88.252.22
123.64.13.20
123.88.238.80
112.96.65.114

B RN R R RN R PR

May 14, 2012 22:21:46 GMT+08:00
May 9, 2012 21:34:00 GMT+08:00

Dec 24, 2011 00:25:16 GMT+08:00
Dec 22, 2011 21:51:53 GMT+08:00
Dec 14, 2011 01:08:45 GMT+08:00
Nov 29, 2011 21:37:28 GMT+08:00
Nov 12, 2011 22:13:36 GMT+08:00
Oct 24, 2011 09:53:14 GMT+08:00

Sep 29, 2011 15:50:26 GMT+08:00
Aug 15, 2011 06:12:24 GMT+08:00

https://admin.paypal.com/cgi-bin/admin

May 14, 2012 22:21:46 GMT+08:00
May 9, 2012 21:34:00 GMT+08:00

Dec 24, 2011 00:25:16 GMT+08:00
Dec 22, 2011 22:38:22 GMT+08:00
Dec 14, 2011 01:08:45 GMT+08:00
Nov 29, 2011 21:37:28 GMT+08:00
Nov 12, 2011 22:13:36 GMT+08:00
Oct 24, 2011 11:20:31 GMT+08:00

Sep 29, 2011 15:50:26 GMT+08:00
Aug 15, 2011 06:12:24 GMT+08:00
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112.96.65.24
112.96.64.5
112.96.64.7
112.96.65.18
113.229.200.37
112.96.129.32
112.96.64.6
112.96.128.16
112.96.128.42
112.96.128.12
113.229.237.115
113.230.41.80
110.210.14.176
123.89.179.205
123.88.230.16
221.172.192.87
123.89.187.89
123.64.24.216
123.64.9.136
221.172.0.27
22250.29.213
221.172.13.132
123.64.26.6
123.64.11.242
123.88.230.57
110.210.6.42
110.210.5.65
110.210.6.92
22250.238.217
221.172.0.158
221.172.14.108
123.88.231.221
22250.32.128
110.210.5.76
110.210.7.193
123.88.224.20
123.64.9.203
110.210.12.59
110.210.4.199
22250.239.190
123.64.28.174
221.172.12.71
123.88.227.0
110.210.8.104
221.172.196.148
123.64.11.58
123.88.225.41 (Signup)

IP Protection | Disabled

Restrictions

N P R WN R ®WOOON-DNWR R P R PR RPRPRRPNOUIOD®WRNNOWERRRPRNIEROWRPRPRRRPRRRERN-ERRR

Jun 25, 2011 11:04:09 GMT+08:00
Jun 24, 2011 10:50:49 GMT+08:00
Jun 23, 2011 07:06:44 GMT+08:00
Jun 19, 2011 07:53:08 GMT+08:00
Jun 14, 2011 18:41:49 GMT+08:00
Jun 11, 2011 14:44:11 GMT+08:00
Jun 8, 2011 22:39:22 GMT+08:00
Jun 6, 2011 01:17:00 GMT+08:00
Jun 3, 2011 13:40:17 GMT+08:00
Jun 1, 2011 21:03:11 GMT+08:00
May 31, 2011 21:49:48 GMT+08:00
May 20, 2011 11:01:20 GMT+08:00
May 9, 2011 17:49:33 GMT+08:00
May 7, 2011 22:41:33 GMT+08:00
May 6, 2011 15:19:52 GMT+08:00
May 4, 2011 23:42:01 GMT+08:00
May 3, 2011 10:36:52 GMT+08:00
May 3, 2011 03:40:09 GMT+08:00
May 1, 2011 21:38:22 GMT+08:00
May 1, 2011 11:46:32 GMT+08:00
Apr 30, 2011 17:27:39 GMT+08:00
Apr 27, 2011 17:15:09 GMT+08:00
Apr 26, 2011 11:25:51 GMT+08:00
Apr 25, 2011 10:37:06 GMT+08:00
Apr 25, 2011 01:50:59 GMT+08:00
Apr 24, 2011 11:38:29 GMT+08:00
Apr 22, 2011 16:59:32 GMT+08:00
Apr 15, 2011 13:06:16 GMT+08:00
Apr 14, 2011 23:22:07 GMT+08:00
Apr 13, 2011 19:41:34 GMT+08:00
Apr 9, 2011 18:33:17 GMT+08:00
Apr 7, 2011 02:08:09 GMT+08:00
Apr 4, 2011 15:03:48 GMT+08:00
Apr 2, 2011 12:09:49 GMT+08:00
Mar 31, 2011 13:09:44 GMT+08:00
Mar 30, 2011 17:32:40 GMT+08:00
Mar 29, 2011 14:00:37 GMT+08:00
Mar 24, 2011 13:18:20 GMT+08:00
Mar 23, 2011 12:43:36 GMT+08:00
Mar 22, 2011 15:24:19 GMT+08:00
Mar 22, 2011 02:06:02 GMT+08:00
Feb 24, 2011 00:31:48 GMT+08:00
Feb 15, 2011 22:52:35 GMT+08:00
Jan 25, 2011 17:26:21 GMT-+08:00
Jan 24, 2011 15:13:04 GMT-+08:00
Jan 24, 2011 12:47:29 GMT-+08:00
Jan 21, 2011 20:06:50 GMT+08:00

[Toggle]

Jun 25, 2011 11:04:09 GMT+08:00
Jun 24, 2011 10:50:49 GMT+08:00
Jun 23, 2011 07:06:44 GMT+08:00
Jun 19, 2011 07:54:02 GMT+08:00
Jun 14, 2011 18:41:49 GMT+08:00
Jun 11, 2011 14:44:11 GMT+08:00
Jun 8, 2011 22:39:22 GMT+08:00
Jun 6, 2011 01:17:00 GMT+08:00
Jun 3, 2011 13:40:17 GMT+08:00
Jun 1, 2011 21:03:11 GMT+08:00
May 31, 2011 21:49:48 GMT+08:00
May 20, 2011 16:04:15 GMT+08:00
May 9, 2011 17:49:33 GMT+08:00
May 7, 2011 22:43:51 GMT+08:00
May 6, 2011 15:19:52 GMT+08:00
May 4, 2011 23:42:01 GMT+08:00
May 3, 2011 10:36:52 GMT+08:00
May 3, 2011 03:40:09 GMT+08:00
May 1, 2011 23:27:21 GMT+08:00
May 1, 2011 16:06:20 GMT+08:00
Apr 30, 2011 17:29:16 GMT+08:00
Apr 27, 2011 17:15:09 GMT+08:00
Apr 26, 2011 18:20:23 GMT+08:00
Apr 26, 2011 02:24:29 GMT+08:00
Apr 25, 2011 02:23:45 GMT+08:00
Apr 24, 2011 11:38:29 GMT+08:00
Apr 22, 2011 16:59:32 GMT+08:00
Apr 15, 2011 13:06:16 GMT+08:00
Apr 14, 2011 23:22:07 GMT+08:00
Apr 13, 2011 19:41:34 GMT+08:00
Apr 9, 2011 18:33:17 GMT+08:00
Apr 7, 2011 02:08:09 GMT-+08:00
Apr 4, 2011 15:03:48 GMT-+08:00
Apr 2, 2011 12:09:49 GMT+08:00
Mar 31, 2011 13:09:44 GMT+08:00
Mar 30, 2011 23:44:48 GMT+08:00
Mar 29, 2011 18:40:39 GMT+08:00
Mar 24, 2011 15:33:25 GMT+08:00
Mar 23, 2011 22:46:08 GMT+08:00
Mar 23, 2011 02:09:35 GMT+08:00
Mar 22, 2011 14:12:56 GMT+08:00
Feb 24, 2011 00:31:48 GMT+08:00
Feb 15, 2011 23:34:22 GMT+08:00
Jan 25, 2011 19:48:14 GMT+08:00
Jan 24, 2011 15:13:04 GMT-+08:00
Jan 24, 2011 12:47:29 GMT-+08:00
Jan 21, 2011 20:23:18 GMT-+08:00

Restriction

Attack Case ID

Time Restricted

Time Lifted

SRO - Suspicious Merchant Identity

https://admin.paypal.com/cgi-bin/admin

Jan 1, 2013 00:52:20 GMT+08:00

Page 2 of 3
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AUP Account Closure Jun 24, 2011 13:53:53 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual  Active Confirmed hETRRIT FHS  CN I 55
(rand dep)

Credit cards

Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards

Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file

Secure Card Attributes
Billing Address:

Secure Card Numbers: | N/A
[View all card numbers]

Backup Funding Source: | N/A
Daily Spending Limit I $500 vI

PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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PayPal

Account Info for xiang zheng

Xiang

zheng

pcopal@gmail.com

User Info
First Name:
Middle Name:
Last Name:
SSN:
TIN:
DOB:
Credit Card Statement | PCOPAL

Name:
Email:

Business Info
Name:
URL:

Customer Service Phone:

Account Info
Account Status:
Account #:
Account Type:
Time Created:

Financials

Account Balance:

Total Amount Sent (USD
Equiv):

Total Amount Received:

Amount Received:
(A month is determined by
user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Limited - High
[ [
Premier - Chinese Verified (China)

Mar 19, 2010 14:08:08 GMT+08:00

$0.00USD (Primary)

€0.00 ELR

£0.00 GBP
$0.00USD *

$0.00 USD

$124,666.83 USD

Current Month: $0.00 USD
Last 3 Months: $27,186.51 USD

$18,811.28 USD
$6,026.92 USD

$0.00 USD* (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail
E-mail Confirmed Active
pcopal@gmail.com v v
Aliases
Name Login Alias Privileges Active
Phone numbers
Phone Number Type Confirmation Status
Home Unconfirmed - No Attempt (Invalid)
Home - Deleted Unconfirmed - No Attempt
Work Unconfirmed - No Attempt (Invalid)
Addresses
Date Entered Address Use
3/19/2010 (Home)

IP Summary

IPs Logins First Used Last Used Status
112.226.62.188 1 Sep 12, 2011 12:13:34 GMT+08:00 Sep 12, 2011 12:13:34 GMT+08:00
221.3.124.26 1 Apr 29, 2011 13:24:59 GMT+08:00 Apr 29, 2011 13:24:59 GMT+08:00
119.165.2.15 1 Apr 14, 2011 01:19:03 GMT+08:00 Apr 14, 2011 01:19:03 GMT+08:00
119.165.7.101 2 Mar 16, 2011 12:27:01 GMT+08:00 Mar 16, 2011 12:45:00 GMT+08:00
119.165.9.98 2 Mar 15, 2011 23:08:41 GMT+08:00 Mar 16, 2011 01:47:33 GMT+08:00
221.0.237.243 1 Mar 15, 2011 11:45:13 GMT+08:00 Mar 15, 2011 11:45:13 GMT+08:00
60.209.103.193 3 Mar 14, 2011 22:17:16 GMT+08:00 Mar 15, 2011 02:27:34 GMT+08:00
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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119.165.0.202
119.165.6.52
60.209.103.144
221.0.237.76
221.0.238.230
119.165.12.123
221.3.110.117
119.165.10.75
221.215.191.87
119.165.10.161
123.234.220.105
221.3.124.9
221.3.75.92
221.3.99.43
60.209.103.100
119.165.4.90
221.0.177.123
123.234.80.137
221.3.125.231
123.234.220.63
221.0.146.101
221.3.84.132
119.165.6.200
221.215.251.58
119.165.8.157
221.0.151.211
221.3.125.69
119.165.0.164
119.165.2.49
119.165.6.6
119.165.2.236
124.129.141.18
119.165.4.3
119.165.9.137
124.135.91.77
219.146.253.189
219.146.253.163
219.146.253.190
219.146.253.180
219.146.253.162
219.146.253.177
219.146.253.182
219.146.253.174
219.146.253.178
219.146.253.185
219.146.253.181
219.146.253.170
219.146.253.171
219.146.253.183
219.146.253.164
219.146.253.167

219.146.253.166 (Signup)

P P P NN P DN®O®DNP ®PFP ONRPPRP®OWDNMNOGOBNO P MNP ®FP P P NOONNDNDNDNPR

I—'(A)'GLDOJ;B

=
=

W P, NP O RPN WD

Mar 14, 2011 02:53:45 GMT+08:00
Mar 12, 2011 22:08:36 GMT+08:00
Mar 12, 2011 13:07:50 GMT+08:00
Mar 10, 2011 14:17:20 GMT+08:00
Mar 9, 2011 13:47:39 GMT+08:00

Mar 9, 2011 01:09:24 GMT+08:00

Mar 8, 2011 13:22:25 GMT+08:00

Mar 7, 2011 14:47:58 GMT+08:00

Mar 6, 2011 17:27:29 GMT+08:00

Mar 6, 2011 01:38:12 GMT+08:00

Mar 5, 2011 14:04:21 GMT+08:00

Mar 4, 2011 14:04:03 GMT+08:00

Mar 3, 2011 13:02:36 GMT+08:00

Mar 2, 2011 16:27:57 GMT+08:00

Mar 1, 2011 16:14:47 GMT+08:00

Feb 28, 2011 13:55:46 GMT+08:00
Feb 27, 2011 22:17:40 GMT+08:00
Feb 27, 2011 14:43:50 GMT+08:00
Feb 26, 2011 16:55:54 GMT+08:00
Feb 25, 2011 01:19:19 GMT+08:00
Feb 24, 2011 14:43:47 GMT+08:00
Feb 23, 2011 18:03:32 GMT+08:00
Feb 22, 2011 14:29:59 GMT+08:00
Feb 21, 2011 23:35:32 GMT+08:00
Feb 21, 2011 12:27:15 GMT+08:00
Feb 20, 2011 23:07:38 GMT+08:00
Feb 20, 2011 01:54:33 GMT+08:00
Feb 18, 2011 22:54:45 GMT+08:00
Feb 17, 2011 00:39:46 GMT+08:00
Feb 15, 2011 13:17:21 GMT+08:00
Feb 14, 2011 14:16:46 GMT+08:00
Feb 13, 2011 14:08:30 GMT+08:00
Feb 11, 2011 23:20:18 GMT+08:00
Feb 2, 2011 02:56:44 GMT+08:00

Jan 30, 2011 01:47:28 GMT+08:00
Nov 11, 2010 16:08:28 GMT+08:00
Aug 25, 2010 01:41:20 GMT+08:00
Aug 30, 2010 12:51:09 GMT+08:00
Mar 25, 2010 16:40:53 GMT+08:00
Apr 6, 2010 13:21:56 GMT-+08:00

Oct 12, 2010 15:28:35 GMT+08:00
Nov 23, 2010 22:06:45 GMT+08:00
Jun 23, 2010 12:59:25 GMT+08:00
Oct 29, 2010 03:59:07 GMT+08:00
Oct 21, 2010 15:58:16 GMT+08:00
Oct 12, 2010 10:23:44 GMT+08:00
Oct 10, 2010 22:11:44 GMT+08:00
Sep 2, 2010 20:41:19 GMT+08:00

Aug 16, 2010 17:55:21 GMT+08:00
Aug 12, 2010 20:25:07 GMT+08:00
Aug 6, 2010 23:52:43 GMT+08:00

Mar 19, 2010 14:08:10 GMT+08:00

https://admin.paypal.com/cgi-bin/admin

Mar 14, 2011 02:53:45 GMT+08:00
Mar 13, 2011 00:36:32 GMT+08:00
Mar 12, 2011 15:10:15 GMT+08:00
Mar 11, 2011 02:18:01 GMT+08:00
Mar 9, 2011 23:14:07 GMT+08:00
Mar 9, 2011 02:33:28 GMT+08:00
Mar 8, 2011 13:22:25 GMT+08:00
Mar 7, 2011 14:47:58 GMT+08:00
Mar 6, 2011 17:27:29 GMT+08:00
Mar 6, 2011 04:23:59 GMT+08:00
Mar 5, 2011 14:04:21 GMT+08:00
Mar 4, 2011 19:52:25 GMT+08:00
Mar 3, 2011 13:02:36 GMT+08:00
Mar 3, 2011 00:15:32 GMT+08:00
Mar 1, 2011 19:04:14 GMT+08:00
Feb 28, 2011 19:35:01 GMT+08:00
Feb 27, 2011 23:54:41 GMT+08:00
Feb 27, 2011 16:48:06 GMT+08:00
Feb 27, 2011 02:14:37 GMT+08:00
Feb 25, 2011 01:19:19 GMT+08:00
Feb 24, 2011 14:43:47 GMT+08:00
Feb 23, 2011 21:56:48 GMT+08:00
Feb 23, 2011 04:15:18 GMT+08:00
Feb 21, 2011 23:35:32 GMT+08:00
Feb 21, 2011 16:54:03 GMT+08:00
Feb 20, 2011 23:07:38 GMT+08:00
Feb 20, 2011 03:08:12 GMT+08:00
Feb 19, 2011 03:13:18 GMT+08:00
Feb 17, 2011 04:02:30 GMT+08:00
Feb 15, 2011 13:17:21 GMT+08:00
Feb 15, 2011 01:06:07 GMT+08:00
Feb 14, 2011 01:42:12 GMT+08:00
Feb 11, 2011 23:20:18 GMT+08:00
Feb 2, 2011 02:56:44 GMT+08:00
Jan 30, 2011 01:47:28 GMT+08:00
Jan 25, 2011 20:24:11 GMT+08:00
Jan 22, 2011 04:55:42 GMT+08:00
Jan 18, 2011 17:01:49 GMT+08:00
Jan 12, 2011 22:49:29 GMT+08:00
Dec 6, 2010 00:03:48 GMT+08:00
Nov 24, 2010 21:57:21 GMT+08:00
Nov 23, 2010 22:06:45 GMT+08:00
Nov 16, 2010 23:20:16 GMT+08:00
Nov 4, 2010 21:15:13 GMT+08:00
QOct 25, 2010 13:04:16 GMT+08:00
Oct 12, 2010 12:07:08 GMT-+08:00
Oct 10, 2010 22:11:44 GMT+08:00
Sep 15, 2010 22:43:27 GMT+08:00
Aug 16, 2010 17:55:21 GMT+08:00
Aug 13, 2010 20:22:02 GMT+08:00
Aug 6, 2010 23:52:43 GMT+08:00
Jul 31, 2010 00:50:18 GMT+08:00

Page 2 of 3
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219.146.253.179 7 Jul 13, 2010 13:48:50 GMT+08:00 Jul 22, 2010 17:54:13 GMT+08:00
219.146.253.184 2 Jul 5, 2010 15:19:47 GMT+08:00 Jul 5, 2010 15:55:08 GMT+08:00
219.146.253.188 2 Jun 25, 2010 15:46:34 GMT+08:00 Jun 26, 2010 18:19:29 GMT+08:00
219.146.253.175 3 Mar 22, 2010 00:28:58 GMT+08:00 Apr 21, 2010 00:00:46 GMT+08:00
219.146.253.168 2 Apr 13, 2010 00:25:15 GMT+08:00 Apr 17, 2010 00:43:13 GMT+08:00
219.146.253.165 4 Mar 31, 2010 14:02:44 GMT+08:00 Apr 3, 2010 15:34:12 GMT+08:00

IP Protection | Disabled [Toggle]

Restrictions

Restriction Attack Case ID Time Restricted Time Lifted
SRO - Suspicious Merchant Identity Jan 1, 2013 01:00:16 GMT+08:00
AUP Account Closure Mar 16, 2011 11:52:44 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual ~ Inactive  Unconfirmed China Merchant's Bank Zheng Xiang CN [ [l
(rand dep sent)
Individual ~ Active  Confimned PEERRAT BE N [ Eeed
(rand dep)
Credit cards
Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards
Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file
Secure Card Attributes
Billing Address:
Secure Card Numbers: | N/A
[View all card numbers]
Backup Funding Source: | N/A
Daily Spending Limit | [ $500 +
PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available
Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method
No Mobile payments on file
The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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PayPal

Account Info for Hongsheng Wang

User Info
First Name: | Hongsheng
Middle Name:
Last Name: | Wang
SSN:
TIN:
pos: | I
Credit Card Statement | HONGSHENGMA
Name:
Email: | hongshengmachine@gmail.com,

hongshengmachine.@gmail.com

Business Info
Name:
URL:

Customer Service Phone:

E-mail

Account Info
Account Status:
Account #:
Account Type:
Time Created:

Financials

Account Balance:

Total Amount Sent (USD
Equiv):

Total Amount Received:

Amount Received:
(A month is determined by
user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Limited - High
I 55
Premier - Chinese Verified (China)

Jan 13, 2011 15:50:34 GMT+08:00

$0.00USD (Primary)
$0.00 CAD
€0.00 EUR
£0.00 GBP
YO JPY
$0.00USD *

$0.00 USD

$131,439.36 USD

Current Month: $0.00 USD
Last 3 Months: $13,605.89 USD

$16,300.59 USD
$13,206.80 USD

$0.00 USD* (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

Primary

Confirmed

Active

sales@watchc.com
hongshengmachine@gmail.com

hongshengmachine.@gmail.com

Aliases

Name Login Alias

Privileges

Active

Phone numbers

Phone Number Type

Confirmation Status

Home

Addresses

Unconfirmed - No Attempt

Date Entered
1/13/2011

Address

IP Summary

Use

(Home)

IPs Logins First Used Last Used Status

111.35.137.16 1 Apr 2, 2012 11:43:07 GMT+08:00 Apr 2, 2012 11:43:07 GMT+08:00

119.184.118.43 1 Mar 21, 2012 13:09:40 GMT+08:00 Mar 21, 2012 13:09:40 GMT+08:00

119.184.118.46 1 Feb 8, 2012 12:13:36 GMT+08:00 Feb 8, 2012 12:13:36 GMT+08:00

119.184.118.41 1 Jan 16, 2012 15:55:15 GMT+08:00 Jan 16, 2012 15:55:15 GMT+08:00

119.184.118.39 2 Dec 29, 2011 02:57:05 GMT+08:00 Dec 29, 2011 03:02:04 GMT+08:00
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122.4.76.55
122.4.76.57
122.4.76.62
119.184.118.10
119.184.118.6
221.0.203.251
123.234.37.163
124.129.25.195
124.129.183.155
123.234.37.165
221.0.203.252
221.0.203.254
123.234.37.166
124.129.183.157
221.0.203.5
124.129.183.156
182.40.103.193
182.40.99.137
182.40.102.216
182.40.98.17
182.40.102.85
182.40.103.81
119.165.2.102
119.165.8.84
119.165.5.216
221.215.251.213
119.165.11.130
221.0.150.72
221.0.239.84
119.165.11.222
218.57.72.10
123.234.220.83
119.165.0.220
119.165.5.231
221.0.237.254
119.165.0.181
221.3.84.231
119.165.9.92
119.165.13.70
221.3.109.69
221.0.238.80
221.3.84.17
119.165.14.58
119.165.11.180
119.165.10.182
221.3.96.12
119.165.1.113
221.0.151.226
221.0.238.84
221.3.84.65
221.215.191.11
119.165.2.17
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Dec 11, 2011 03:34:42 GMT+08:00
Dec 8, 2011 03:07:42 GMT+08:00
Nov 29, 2011 21:15:01 GMT+08:00
Oct 7, 2011 14:15:08 GMT+08:00
Oct 2, 2011 20:25:38 GMT+08:00
Sep 20, 2011 19:46:09 GMT+08:00
Sep 26, 2011 14:07:46 GMT+08:00
Sep 21, 2011 01:24:48 GMT+08:00
Sep 17, 2011 11:31:04 GMT+08:00
Sep 19, 2011 23:55:21 GMT+08:00
Sep 2, 2011 13:44:21 GMT+08:00
Sep 14, 2011 18:23:10 GMT+08:00
Sep 13, 2011 09:43:55 GMT+08:00
Sep 6, 2011 11:46:08 GMT+08:00
Sep 6, 2011 01:38:36 GMT+08:00
Sep 5, 2011 21:35:47 GMT+08:00
Sep 1, 2011 22:27:25 GMT+08:00
Sep 1, 2011 01:16:39 GMT+08:00
Aug 26, 2011 23:56:59 GMT+08:00
Aug 23, 2011 21:26:30 GMT+08:00
Aug 23, 2011 15:34:10 GMT+08:00
Aug 21, 2011 01:08:19 GMT+08:00
Aug 18, 2011 18:03:33 GMT+08:00
Aug 14, 2011 23:38:11 GMT+08:00
Aug 14, 2011 01:16:23 GMT+08:00
Aug 13, 2011 01:47:21 GMT+08:00
Aug 10, 2011 18:38:56 GMT+08:00
Aug 10, 2011 11:59:43 GMT+08:00
Aug 5, 2011 19:41:25 GMT+08:00
Aug 5, 2011 00:05:36 GMT+08:00
Aug 3, 2011 20:57:03 GMT+08:00
Aug 2, 2011 14:09:34 GMT+08:00
Aug 1, 2011 13:18:58 GMT+08:00
Aug 1, 2011 00:35:19 GMT+08:00
Jul 29, 2011 13:07:05 GMT+08:00
Jul 27, 2011 01:08:56 GMT+08:00
Jul 26, 2011 14:41:59 GMT+08:00
Jul 22, 2011 05:14:48 GMT+08:00
Jul 20, 2011 20:27:26 GMT+08:00
Jul 19, 2011 12:25:37 GMT+08:00
Jul 18, 2011 23:25:03 GMT+08:00
Jul 16, 2011 11:17:44 GMT+08:00
Jul 14, 2011 18:34:56 GMT+08:00
Jul 14, 2011 02:06:45 GMT+08:00
Jul 7, 2011 11:46:24 GMT+08:00
Jul 7, 2011 03:05:57 GMT+08:00
Jul 5, 2011 22:51:53 GMT+08:00
Jul 5, 2011 13:21:30 GMT+08:00
Jul 4, 2011 21:25:21 GMT+08:00
Jul 4, 2011 14:04:47 GMT+08:00
Jul 3, 2011 18:02:40 GMT+08:00
Jul 2, 2011 13:03:14 GMT+08:00

https://admin.paypal.com/cgi-bin/admin

Dec 11, 2011 09:55:54 GMT+08:00
Dec 8, 2011 03:07:42 GMT+08:00
Nov 29, 2011 21:15:01 GMT+08:00
Oct 7, 2011 14:15:08 GMT+08:00
Oct 5, 2011 23:16:31 GMT+08:00
Sep 27, 2011 18:08:57 GMT+08:00
Sep 26, 2011 14:07:46 GMT+08:00
Sep 22, 2011 00:22:57 GMT+08:00
Sep 22, 2011 00:01:39 GMT+08:00
Sep 19, 2011 23:55:21 GMT+08:00
Sep 18, 2011 15:56:50 GMT+08:00
Sep 14, 2011 18:23:10 GMT+08:00
Sep 13, 2011 09:43:55 GMT+08:00
Sep 6, 2011 11:46:08 GMT+08:00
Sep 6, 2011 08:31:01 GMT+08:00
Sep 5, 2011 21:35:47 GMT+08:00
Sep 1, 2011 22:27:25 GMT+08:00
Sep 1, 2011 13:25:01 GMT+08:00
Aug 28, 2011 14:46:38 GMT+08:00
Aug 24, 2011 00:49:45 GMT+08:00
Aug 23, 2011 15:34:10 GMT+08:00
Aug 22, 2011 18:40:57 GMT+08:00
Aug 18, 2011 18:03:33 GMT+08:00
Aug 14, 2011 23:38:11 GMT+08:00
Aug 14, 2011 01:58:46 GMT+08:00
Aug 13, 2011 01:47:21 GMT+08:00
Aug 10, 2011 18:38:56 GMT+08:00
Aug 10, 2011 11:59:43 GMT+08:00
Aug 6, 2011 01:16:12 GMT+08:00
Aug 5, 2011 06:13:28 GMT+08:00
Aug 3, 2011 20:57:03 GMT+08:00
Aug 2, 2011 14:09:34 GMT+08:00
Aug 1, 2011 13:18:58 GMT+08:00
Aug 1, 2011 00:35:19 GMT+08:00
Jul 29, 2011 13:31:45 GMT+08:00
Jul 27, 2011 01:08:56 GMT+08:00
Jul 26, 2011 15:07:25 GMT+08:00
Jul 22, 2011 05:14:48 GMT+08:00
Jul 20, 2011 20:27:26 GMT+08:00
Jul 19, 2011 14:35:25 GMT+08:00
Jul 19, 2011 01:18:37 GMT+08:00
Jul 16, 2011 20:44:21 GMT+08:00
Jul 14, 2011 18:34:56 GMT-+08:00
Jul 14, 2011 02:06:45 GMT+08:00
Jul 7, 2011 11:46:24 GMT+08:00
Jul 7, 2011 03:05:57 GMT+08:00
Jul 6, 2011 02:57:55 GMT+08:00
Jul 5, 2011 13:21:30 GMT+08:00
Jul 4, 2011 21:25:21 GMT+08:00
Jul 4, 2011 16:14:07 GMT+08:00
Jul 3, 2011 19:51:57 GMT+08:00
Jul 2, 2011 15:12:34 GMT+08:00
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221.0.131.202
221.0.131.110
119.165.5.148
119.165.8.162
221.0.146.50
221.3.109.75
221.0.177.141
119.165.14.124
221.0.177.244
119.165.8.150
221.3.99.28
221.3.109.180
124.135.91.209
119.165.6.35
221.3.96.63
119.165.4.80
221.3.124.127
119.165.0.122
119.165.9.53
124.129.158.3
221.215.251.72
119.165.3.156
221.215.172.72
119.165.0.94
221.215.191.135
119.165.8.60
123.234.80.177
218.57.72.95
221.3.124.174
119.165.11.19
218.58.86.97
221.3.81.208
119.165.2.163
60.209.102.136
119.165.15.65
60.209.102.93
221.215.191.93
221.3.96.198
119.165.11.142
119.165.5.164
119.165.9.86
124.129.141.227
119.165.14.156
60.209.103.95
218.57.72.90
119.165.5.83
221.215.172.65
119.165.10.240
221.3.23.87
221.3.124.76
119.165.8.227
221.0.146.110
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Jul 1, 2011 14:43:06 GMT+08:00
Jun 30, 2011 00:17:08 GMT+08:00
Jun 28, 2011 21:06:34 GMT+08:00
Jun 28, 2011 11:56:03 GMT+08:00
Jun 24, 2011 14:13:11 GMT+08:00
Jun 23, 2011 15:35:56 GMT+08:00
Jun 22, 2011 23:39:46 GMT+08:00
Jun 21, 2011 21:33:56 GMT+08:00
Jun 18, 2011 13:05:25 GMT+08:00
Jun 18, 2011 01:12:32 GMT+08:00
Jun 16, 2011 11:39:51 GMT+08:00
Jun 14, 2011 11:29:23 GMT+08:00
Jun 12, 2011 01:15:10 GMT+08:00
Jun 10, 2011 14:14:13 GMT+08:00
Jun 9, 2011 13:42:32 GMT+08:00
Jun 8, 2011 23:01:25 GMT+08:00
Jun 2, 2011 11:45:12 GMT+08:00
May 30, 2011 17:24:11 GMT+08:00
May 28, 2011 00:25:37 GMT+08:00
May 25, 2011 13:52:13 GMT+08:00
May 24, 2011 19:36:36 GMT+08:00
May 23, 2011 12:59:20 GMT+08:00
May 22, 2011 18:40:56 GMT+08:00
May 22, 2011 13:35:44 GMT+08:00
May 21, 2011 14:12:33 GMT+08:00
May 21, 2011 03:52:17 GMT+08:00
May 19, 2011 00:59:05 GMT+08:00
May 18, 2011 11:16:35 GMT+08:00
May 16, 2011 11:00:15 GMT+08:00
May 14, 2011 01:31:27 GMT+08:00
May 11, 2011 13:07:07 GMT+08:00
May 7, 2011 17:38:37 GMT+08:00
May 6, 2011 11:41:49 GMT+08:00
Apr 30, 2011 13:28:08 GMT+08:00
Apr 30, 2011 00:49:48 GMT+08:00
Apr 28, 2011 22:50:55 GMT+08:00
Apr 28, 2011 11:46:00 GMT+08:00
Apr 27, 2011 12:46:24 GMT+08:00
Apr 26, 2011 17:29:17 GMT+08:00
Apr 25, 2011 01:19:46 GMT+08:00
Apr 22, 2011 19:07:45 GMT+08:00
Apr 22, 2011 13:50:57 GMT+08:00
Apr 18, 2011 17:36:26 GMT+08:00
Apr 17, 2011 15:41:39 GMT+08:00
Apr 15, 2011 16:18:52 GMT+08:00
Apr 12, 2011 23:12:49 GMT+08:00
Apr 11, 2011 18:04:53 GMT+08:00
Apr 8, 2011 16:59:54 GMT+08:00
Apr 8, 2011 00:03:32 GMT+08:00
Apr 6, 2011 23:27:54 GMT+08:00
Apr 3, 2011 01:54:45 GMT+08:00
Apr 1, 2011 12:34:36 GMT+08:00

https://admin.paypal.com/cgi-bin/admin

Jul 1, 2011 14:43:06 GMT+08:00
Jun 30, 2011 00:17:08 GMT+08:00
Jun 28, 2011 21:06:34 GMT+08:00
Jun 28, 2011 11:56:03 GMT+08:00
Jun 24, 2011 15:22:44 GMT+08:00
Jun 23, 2011 15:35:56 GMT+08:00
Jun 23, 2011 01:24:03 GMT+08:00
Jun 22, 2011 02:59:59 GMT+08:00
Jun 18, 2011 13:05:25 GMT+08:00
Jun 18, 2011 01:12:32 GMT+08:00
Jun 16, 2011 11:39:51 GMT+08:00
Jun 14, 2011 11:29:23 GMT+08:00
Jun 12, 2011 01:15:10 GMT+08:00
Jun 10, 2011 14:14:13 GMT+08:00
Jun 10, 2011 00:56:27 GMT+08:00
Jun 8, 2011 23:24:29 GMT+08:00
Jun 2, 2011 15:09:00 GMT+08:00
May 30, 2011 18:09:25 GMT+08:00
May 28, 2011 00:25:37 GMT+08:00
May 25, 2011 13:52:13 GMT+08:00
May 24, 2011 19:36:36 GMT+08:00
May 23, 2011 12:59:20 GMT+08:00
May 22, 2011 18:40:56 GMT+08:00
May 22, 2011 13:35:44 GMT+08:00
May 21, 2011 14:12:33 GMT+08:00
May 21, 2011 03:52:17 GMT+08:00
May 19, 2011 00:59:05 GMT+08:00
May 18, 2011 11:16:35 GMT+08:00
May 16, 2011 11:18:49 GMT+08:00
May 14, 2011 01:31:27 GMT-+08:00
May 13, 2011 10:20:53 GMT+08:00
May 8, 2011 20:20:19 GMT+08:00
May 6, 2011 11:41:49 GMT+08:00
Apr 30, 2011 13:28:08 GMT+08:00
Apr 30, 2011 04:00:16 GMT+08:00
Apr 28, 2011 22:50:55 GMT+08:00
Apr 28, 2011 12:06:40 GMT+08:00
Apr 27, 2011 23:53:42 GMT+08:00
Apr 26, 2011 17:29:17 GMT+08:00
Apr 25, 2011 01:19:46 GMT+08:00
Apr 22, 2011 23:28:35 GMT+08:00
Apr 22, 2011 14:13:33 GMT+08:00
Apr 18, 2011 17:55:34 GMT+08:00
Apr 17, 2011 15:41:39 GMT+08:00
Apr 15, 2011 16:18:52 GMT+08:00
Apr 12, 2011 23:12:49 GMT+08:00
Apr 11, 2011 18:04:53 GMT+08:00
Apr 8, 2011 16:59:54 GMT+08:00
Apr 8, 2011 00:03:32 GMT+08:00
Apr 6, 2011 23:27:54 GMT+08:00
Apr 3, 2011 01:54:45 GMT+08:00
Apr 1, 2011 12:34:36 GMT+08:00
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221.0.151.18
119.165.0.227
221.3.110.246
119.165.13.0
119.165.15.124
119.165.4.155
119.165.6.87
221.215.245.113
221.3.75.23
218.57.72.151
221.0.151.247
119.165.0.107
219.146.253.181
219.146.253.190
219.146.253.185 (Signup)
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Mar 31, 2011 23:47:03 GMT+08:00
Mar 30, 2011 15:02:34 GMT+08:00
Mar 29, 2011 11:36:00 GMT+08:00
Mar 28, 2011 04:36:04 GMT+08:00
Mar 27, 2011 16:45:56 GMT+08:00
Mar 25, 2011 22:33:56 GMT+08:00
Mar 23, 2011 10:22:52 GMT+08:00
Mar 22, 2011 01:09:43 GMT+08:00
Mar 17, 2011 23:38:27 GMT+08:00
Mar 14, 2011 13:13:35 GMT+08:00
Mar 11, 2011 13:34:37 GMT+08:00
Mar 6, 2011 23:37:23 GMT+08:00

Jan 14, 2011 13:01:18 GMT+08:00
Jan 17, 2011 04:24:52 GMT+08:00
Jan 13, 2011 15:50:34 GMT+08:00

Mar 31, 2011 23:47:03 GMT+08:00
Mar 30, 2011 15:05:39 GMT+08:00
Mar 29, 2011 11:36:00 GMT+08:00
Mar 28, 2011 04:36:04 GMT+08:00
Mar 27, 2011 16:45:56 GMT+08:00
Mar 25, 2011 22:33:56 GMT+08:00
Mar 23, 2011 10:22:52 GMT+08:00
Mar 22, 2011 01:09:43 GMT+08:00
Mar 17, 2011 23:38:27 GMT+08:00
Mar 14, 2011 13:13:35 GMT+08:00
Mar 12, 2011 01:28:34 GMT+08:00
Mar 6, 2011 23:37:23 GMT+08:00

Jan 24, 2011 14:05:54 GMT+08:00
Jan 22, 2011 00:56:54 GMT-+08:00
Jan 13, 2011 16:01:52 GMT+08:00

Page 4 of 5

IP Protection | Disabled [Toggle]

Restrictions

Restriction Attack Case ID Time Restricted Time Lifted
SRO - Suspicious Merchant Identity Jan 1, 2013 01:05:39 GMT+08:00
AUP Account Closure Oct 5, 2011 11:02:07 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual Active Confirmed hEARERAT L CN I 1 >°
(rand dep)
Credit cards
Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards
Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file
Secure Card Attributes
Billing Address:

Secure Card Numbers: | N/A
[View all card numbers]

Backup Funding Source: | N/A
Daily Spending Limit I $500 vl

PayPal Credit

PayPal Credit Account Details

PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available
Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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Page 1 of 4
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User Info
First Name:
Middle Name:
Last Name:

zimo

Xiang

Credit Card Statement | PTJIOINHELLO

Name:
Email:

Business Info
Name:
URL:

Customer Service Phone:

E-mail

ptjoinhello@gmail.com

Account Info
Account Status:
Account #:
Account Type:
Time Created:

Financials
Account Balance:

Total Amount Sent (USD
Equiv):

Total Amount Received:

Amount Received:
(A month is determined by
user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Limited - High

I, 0553
Premier - Chinese Verified (China)

Nov 14, 2011 22:12:05 GMT+08:00

$0.00USD (Primary)
€0.00 ELR

$0.00USD *

$0.00 USD

$21,695.72 USD

Current Month: $0.00 USD
Last 3 Months: $20,229.08 USD

$0.00 USD
$0.00 USD

$0.00 USD* (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

Primary

Confirmed

Active

ptjoinhello@gmail.com

Aliases

Name

Login Alias

Privileges

Active

Phone numbers

Phone Number

Type

Confirmation Status

Addresses

Home

Unconfirmed - No Attempt

Date Entered

Address

12/29/2011

11/14/2011

IP Summary

Use

(Home)

1Ps Logins First Used Last Used Status
112.96.64.30 1 May 30, 2012 14:12:18 GMT+08:00 May 30, 2012 14:12:18 GMT+08:00
112.96.67.131 2 Nov 23, 2011 13:48:51 GMT+08:00 May 28, 2012 13:08:02 GMT+08:00
112.96.67.110 2 May 17, 2012 15:56:41 GMT+08:00 May 17, 2012 15:59:11 GMT+08:00
112.96.64.74 1 Feb 28, 2012 17:24:06 GMT+08:00 Feb 28, 2012 17:24:06 GMT+08:00
116.23.1.47 1 Feb 23, 2012 00:22:36 GMT+08:00 Feb 23, 2012 00:22:36 GMT+08:00
14.147.99.118 1 Feb 18, 2012 20:01:23 GMT+08:00 Feb 18, 2012 20:01:23 GMT+08:00
12/31/2012
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14.147.97.167
116.23.155.191
59.42.63.27
116.23.3.29
116.23.1.166
116.23.0.84
116.23.0.73
116.23.1.88
116.23.2.165
14.147.96.17
14.147.97.85
59.42.232.42
116.23.0.6
116.23.1.171
59.42.63.211
14.147.97.184
14.147.98.92
116.23.3.77
116.23.0.188
14.147.96.74
59.42.63.8
14.147.99.136
116.23.2.197
116.23.2.199
112.96.129.128
112.96.129.127
112.96.128.94
112.96.64.75
116.23.1.16
112.96.64.80
112.96.64.65
112.96.129.113
112.96.131.140
112.96.65.106
112.96.67.129
112.96.128.83
112.96.65.110
112.96.64.76
112.96.129.118
112.96.65.108
112.96.67.68
112.96.67.95
112.96.131.120
112.96.67.89
112.96.131.138
112.96.128.75
112.96.65.81
112.96.128.77
112.96.128.108
14.147.99.140
112.96.128.133
112.96.128.74
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Feb 13, 2012 15:13:20 GMT+08:00
Feb 9, 2012 23:04:22 GMT+08:00

Feb 8, 2012 11:29:05 GMT+08:00

Feb 7, 2012 11:33:46 GMT+08:00

Feb 4, 2012 10:26:28 GMT+08:00

Jan 31, 2012 22:57:24 GMT+08:00
Jan 18, 2012 15:34:47 GMT+08:00
Jan 16, 2012 17:23:57 GMT+08:00
Jan 13, 2012 17:48:25 GMT+08:00
Jan 11, 2012 15:44:42 GMT+08:00
Jan 9, 2012 13:44:28 GMT+08:00

Jan 5, 2012 19:27:47 GMT+08:00

Jan 3, 2012 17:59:12 GMT+08:00

Jan 2, 2012 16:07:50 GMT+08:00

Dec 29, 2011 18:12:16 GMT+08:00
Dec 26, 2011 15:14:05 GMT+08:00
Dec 22, 2011 15:38:55 GMT+08:00
Dec 19, 2011 20:32:12 GMT+08:00
Dec 13, 2011 16:57:21 GMT+08:00
Dec 8, 2011 17:23:18 GMT+08:00

Dec 5, 2011 16:59:36 GMT+08:00

Dec 2, 2011 12:40:14 GMT+08:00

Nov 28, 2011 20:34:57 GMT+08:00
Nov 26, 2011 18:56:37 GMT+08:00
Nov 25, 2011 22:12:52 GMT+08:00
Nov 25, 2011 16:56:26 GMT+08:00
Nov 24, 2011 11:18:06 GMT+08:00
Nov 25, 2011 15:19:58 GMT+08:00
Nov 25, 2011 13:40:56 GMT+08:00
Nov 25, 2011 12:21:02 GMT+08:00
Nov 24, 2011 21:07:10 GMT+08:00
Nov 24, 2011 14:29:32 GMT+08:00
Nov 22, 2011 11:18:42 GMT+08:00
Nov 23, 2011 23:19:55 GMT+08:00
Nov 23, 2011 19:51:22 GMT+08:00
Nov 23, 2011 17:09:03 GMT+08:00
Nov 23, 2011 16:26:51 GMT+08:00
Nov 23, 2011 15:39:26 GMT+08:00
Nov 23, 2011 10:45:08 GMT+08:00
Nov 23, 2011 10:08:08 GMT+08:00
Nov 22, 2011 22:18:29 GMT+08:00
Nov 22, 2011 18:59:47 GMT+08:00
Nov 22, 2011 13:25:49 GMT+08:00
Nov 22, 2011 13:09:13 GMT+08:00
Nov 22, 2011 11:54:35 GMT+08:00
Nov 21, 2011 22:33:13 GMT+08:00
Nov 21, 2011 14:11:46 GMT+08:00
Nov 20, 2011 14:50:52 GMT+08:00
Nov 20, 2011 11:31:32 GMT+08:00
Nov 19, 2011 18:55:29 GMT+08:00
Nov 17, 2011 22:54:08 GMT+08:00
Nov 17, 2011 10:42:31 GMT+08:00

https://admin.paypal.com/cgi-bin/admin

Feb 13, 2012 15:13:20 GMT+08:00
Feb 9, 2012 23:04:22 GMT+08:00

Feb 8, 2012 11:29:05 GMT+08:00

Feb 7, 2012 11:33:46 GMT+08:00

Feb 4, 2012 10:26:28 GMT+08:00

Jan 31, 2012 22:58:45 GMT-+08:00
Jan 18, 2012 15:34:47 GMT-+08:00
Jan 16, 2012 17:23:57 GMT+08:00
Jan 13, 2012 17:48:25 GMT+08:00
Jan 11, 2012 15:51:23 GMT-+08:00
Jan 9, 2012 13:44:28 GMT+08:00

Jan 5, 2012 19:27:47 GMT+08:00

Jan 3, 2012 17:59:12 GMT+08:00

Jan 2, 2012 16:07:50 GMT+08:00

Dec 29, 2011 18:12:16 GMT+08:00
Dec 26, 2011 15:14:05 GMT+08:00
Dec 22, 2011 15:38:55 GMT+08:00
Dec 19, 2011 20:32:12 GMT+08:00
Dec 13, 2011 16:57:21 GMT+08:00
Dec 8, 2011 17:23:18 GMT+08:00

Dec 5, 2011 16:59:36 GMT+08:00

Dec 2, 2011 12:40:14 GMT+08:00

Nov 28, 2011 20:34:57 GMT+08:00
Nov 26, 2011 18:56:37 GMT+08:00
Nov 25, 2011 22:12:52 GMT+08:00
Nov 25, 2011 16:56:26 GMT+08:00
Nov 25, 2011 15:30:38 GMT+08:00
Nov 25, 2011 15:19:58 GMT+08:00
Nov 25, 2011 13:40:56 GMT+08:00
Nov 25, 2011 12:21:02 GMT+08:00
Nov 24, 2011 21:07:10 GMT+08:00
Nov 24, 2011 14:29:32 GMT+08:00
Nov 24, 2011 10:09:15 GMT+08:00
Nov 23, 2011 23:19:55 GMT+08:00
Nov 23, 2011 19:51:22 GMT+08:00
Nov 23, 2011 17:09:03 GMT+08:00
Nov 23, 2011 16:26:51 GMT+08:00
Nov 23, 2011 15:42:24 GMT+08:00
Nov 23, 2011 10:45:08 GMT+08:00
Nov 23, 2011 10:08:08 GMT+08:00
Nov 22, 2011 22:18:29 GMT+08:00
Nov 22, 2011 19:30:09 GMT+08:00
Nov 22, 2011 13:25:49 GMT+08:00
Nov 22, 2011 13:09:22 GMT+08:00
Nov 22, 2011 11:54:35 GMT+08:00
Nov 21, 2011 22:33:13 GMT+08:00
Nov 21, 2011 14:11:46 GMT+08:00
Nov 20, 2011 14:50:52 GMT+08:00
Nov 20, 2011 11:31:32 GMT+08:00
Nov 19, 2011 18:55:29 GMT+08:00
Nov 18, 2011 19:08:40 GMT+08:00
Nov 18, 2011 15:48:42 GMT+08:00
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112.96.128.111
112.96.65.113
112.96.129.96
112.96.65.86
112.96.129.122
112.96.65.83
112.96.64.130
112.96.64.67
112.96.129.89
112.96.64.72 (Signup)

AP P P P P NNMN P

IP Protection | Disabled

Restrictions

Nov 18, 2011 14:21:32 GMT+08:00
Nov 15, 2011 12:03:05 GMT+08:00
Nov 16, 2011 22:26:17 GMT+08:00
Nov 17, 2011 11:19:20 GMT+08:00
Nov 17, 2011 11:13:38 GMT+08:00
Nov 17, 2011 11:03:33 GMT+08:00
Nov 16, 2011 17:23:23 GMT+08:00
Nov 16, 2011 14:01:42 GMT+08:00
Nov 15, 2011 16:30:02 GMT+08:00
Nov 14, 2011 22:12:06 GMT+08:00

[Toggle]

Nov 18, 2011 14:21:32 GMT+08:00
Nov 17, 2011 18:29:29 GMT+08:00
Nov 17, 2011 14:07:58 GMT+08:00
Nov 17, 2011 11:33:30 GMT+08:00
Nov 17, 2011 11:13:38 GMT+08:00
Nov 17, 2011 11:03:33 GMT+08:00
Nov 16, 2011 17:23:23 GMT+08:00
Nov 16, 2011 14:01:42 GMT+08:00
Nov 15, 2011 16:30:02 GMT+08:00
Nov 14, 2011 22:32:44 GMT+08:00

Page 30f 4

[View all card numbers]

Restriction Attack Case ID Time Restricted Time Lifted
AUP Account Closure Nov 26, 2011 09:47:00 GMT+08:00
SRO - Suspicious Merchant Identity Nov 17, 2011 11:28:27 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual Active Confirmed China Merchant's Bank B alc) CN I 27
(rand dep)
Credit cards
Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards
Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file
Secure Card Attributes
Billing Address:
Secure Card Numbers: | N/A
Backup Funding Source: | N/A
Daily Spending Limit I $500 ¥ I
PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available
Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method
No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this

https://admin.paypal.com/cgi-bin/admin

Go to top
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information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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PayPal

Account Info for xiaoli xiang

Page 1 of 3

User Info Account Info
First Name: | xiaoli Account Status:
Middle Name: Account #:
Last Name: | xiang Account Type:
SSN: Time Created:
TIN: Financials
DOB: _ Account Balance:
Credit Card Statement | MEIMERY3
Name:
Email: | meimery3@gmail.com
Business Info
Name: Total Amount Sent (USD
URL: Equiv):
Customer Service Phone: Total Amount Received:
Amount Received:

(A month is determined by
user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Limited - High
I =07
Premier - Chinese Verified (China)

Sep 15, 2010 00:51:53 GMT+08:00

$0.00USD (Primary)

€0.00 ELR

£0.00 GBP
$0.00USD *

$587.38 USD

$107,664.18 USD

Current Month: $0.00 USD
Last 3 Months:  $31,006.04 USD

$36,595.11 USD
$33,120.95 USD

$0.00 USD* (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail
E-mail Primary Confirmed Active
meimery3@gmail.com v W
Aliases
Name Login Alias Privileges Active
Phone numbers
Phone Number Type Confirmation Status
Home Unconfirmed - No Attempt
Work Unconfirmed - No Attempt
Addresses
Date Entered Address Use
9/14/2010 (Home)

IP Summary

IPs Logins First Used Last Used Status

110.210.9.88 1 Jun 7, 2011 14:12:20 GMT+08:00 Jun 7, 2011 14:12:20 GMT+08:00

221.172.0.193 1 May 31, 2011 16:45:48 GMT+08:00 May 31, 2011 16:45:48 GMT-+08:00

113.119.157.186 1 May 10, 2011 09:32:38 GMT+08:00 May 10, 2011 09:32:38 GMT+08:00

110.210.11.60 1 May 4, 2011 14:33:49 GMT+08:00 May 4, 2011 14:33:49 GMT+08:00

113.109.167.235 1 Jan 22, 2011 10:58:09 GMT+08:00 Jan 22, 2011 10:58:09 GMT-+08:00

121.32.197.206 1 Jan 19, 2011 22:42:52 GMT+08:00 Jan 19, 2011 22:42:52 GMT+08:00

114.247.10.153 4 Oct 22, 2010 18:53:41 GMT+08:00 Jan 14, 2011 14:52:08 GMT+08:00

114.247.10.150 7 Sep 24, 2010 23:57:58 GMT+08:00 Jan 10, 2011 19:52:55 GMT-+08:00
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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114.247.10.138
114.247.10.131
114.247.10.157
114.247.10.128
221.172.193.75
221.172.17.229
123.88.248.125
221.172.8.219
114.247.10.156
114.247.10.147
114.247.10.134
114.247.10.158
114.247.10.165
114.247.10.143
114.247.10.135
114.247.10.124
114.247.10.155 (Signup)
114.247.10.141
114.247.10.123
114.247.10.149
114.247.10.146
114.247.10.168
114.247.10.154
114.247.10.130
114.247.10.121
114.247.10.126
114.247.10.163
114.247.10.125
114.247.10.132
114.247.10.127
114.247.10.161
114.247.10.152
114.247.10.151
114.247.10.122
114.247.10.139
114.247.10.164
114.247.10.129

P R R P W R P AP PR PR RPN®®NNNONOG®IER R RPEPNOWNIEROO@DPRP P RPNOWSNN

IP Protection | Disabled

Restrictions

Oct 9, 2010 10:54:00 GMT+08:00

Oct 9, 2010 18:17:20 GMT+08:00

Oct 31, 2010 22:23:53 GMT+08:00
Oct 27, 2010 11:12:59 GMT+08:00
Dec 10, 2010 20:50:58 GMT+08:00
Dec 9, 2010 18:13:14 GMT+08:00

Dec 8, 2010 17:47:37 GMT+08:00

Dec 6, 2010 18:20:54 GMT+08:00

Oct 21, 2010 19:33:14 GMT+08:00
Dec 3, 2010 20:47:57 GMT+08:00

Sep 17, 2010 14:04:03 GMT+08:00
Oct 14, 2010 16:47:28 GMT+08:00
Sep 25, 2010 20:04:13 GMT+08:00
Nov 29, 2010 19:58:52 GMT+08:00
Nov 29, 2010 17:37:33 GMT+08:00
Nov 26, 2010 12:23:33 GMT+08:00
Sep 15, 2010 00:51:54 GMT+08:00
Nov 19, 2010 22:17:55 GMT+08:00
Sep 15, 2010 18:28:48 GMT+08:00
Nov 23, 2010 19:18:56 GMT+08:00
Nov 1, 2010 17:44:36 GMT+08:00

Oct 27, 2010 21:59:09 GMT+08:00
Oct 19, 2010 17:23:26 GMT+08:00
Nov 10, 2010 19:16:51 GMT+08:00
Nov 10, 2010 17:35:44 GMT+08:00
Nov 10, 2010 16:19:47 GMT+08:00
Nov 7, 2010 10:50:03 GMT+08:00

Nov 7, 2010 10:18:32 GMT+08:00

Nov 4, 2010 01:32:06 GMT+08:00

Sep 19, 2010 16:38:40 GMT+08:00
Oct 20, 2010 19:09:49 GMT+08:00
Oct 12, 2010 10:16:45 GMT+08:00
Sep 16, 2010 20:32:51 GMT+08:00
Oct 9, 2010 10:31:12 GMT+08:00

Sep 29, 2010 21:39:15 GMT+08:00
Sep 23, 2010 13:33:57 GMT+08:00
Sep 18, 2010 19:43:10 GMT+08:00

[Toggle]

Jan 7, 2011 15:49:00 GMT+08:00
Jan 5, 2011 20:18:09 GMT+08:00
Dec 29, 2010 19:30:03 GMT+08:00
Dec 28, 2010 16:56:04 GMT+08:00
Dec 10, 2010 20:51:09 GMT+08:00
Dec 9, 2010 18:13:14 GMT+08:00
Dec 8, 2010 17:47:37 GMT+08:00
Dec 6, 2010 18:20:54 GMT+08:00
Dec 4, 2010 16:07:37 GMT+08:00
Dec 3, 2010 20:47:57 GMT+08:00
Dec 3, 2010 19:41:10 GMT+08:00
Nov 30, 2010 18:29:41 GMT+08:00
Nov 30, 2010 00:25:51 GMT+08:00
Nov 29, 2010 19:58:52 GMT+08:00
Nov 29, 2010 17:37:33 GMT+08:00
Nov 26, 2010 12:23:33 GMT+08:00
Nov 25, 2010 20:09:30 GMT+08:00
Nov 23, 2010 21:19:14 GMT+08:00
Nov 23, 2010 20:59:49 GMT+08:00
Nov 23, 2010 20:05:29 GMT+08:00
Nov 22, 2010 11:59:45 GMT+08:00
Nov 17, 2010 12:15:20 GMT+08:00
Nov 16, 2010 22:47:27 GMT+08:00
Nov 11, 2010 19:46:09 GMT+08:00
Nov 10, 2010 17:35:44 GMT+08:00
Nov 10, 2010 16:19:47 GMT+08:00
Nov 7, 2010 10:50:03 GMT+08:00
Nov 7, 2010 10:18:32 GMT+08:00
Nov 4, 2010 01:32:06 GMT+08:00
Oct 28, 2010 11:28:04 GMT+08:00
Oct 20, 2010 19:09:49 GMT+08:00
Oct 12, 2010 10:16:45 GMT+08:00
Oct 9, 2010 18:30:22 GMT+08:00
Oct 9, 2010 10:31:12 GMT+08:00
Sep 29, 2010 21:39:15 GMT+08:00
Sep 23, 2010 13:33:57 GMT+08:00
Sep 18, 2010 19:43:10 GMT+08:00

Restriction Attack Case ID Time Restricted Time Lifted
SRO - Suspicious Merchant Identity Dec 11, 2012 23:09:58 GMT+08:00
AUP Account Closure Dec 5, 2010 17:41:30 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual ~ Active Confirmed China Merchant's Bank TUGeR] CN [ Zhkal
(rand dep)
Credit cards
Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards
Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit

https://admin.paypal.com/cgi-bin/admin
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No Debit cards on file

Secure Card Attributes
Billing Address:

Secure Card Numbers: | N/A
[View all card numbers]

Backup Funding Source: | N/A
Daily Spending Limit I $500 ¥ |

PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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PayPal

Account Info for Gang Yin

Gang

Yin

Credit Card Statement | TRUSTYTIMES

User Info

First Name:
Middle Name:
Last Name:
SSN:
TIN:
DOB:
Name:
Email:

Business Info
Name:
URL:
Customer Service Phone:

E-mail

trustytimes@gmail.com

Account Info
Account Status:
Account #:
Account Type:
Time Created:

Financials

Account Balance:

Total Amount Sent (USD
Equiv):

Total Amount Received:

Amount Received:
(A month is determined by
user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Limited - High

I

Premier - Chinese Verified (China)

Nov 26, 2008 01:34:53 GMT+08:00

$0.00USD (Primary)
€283.41 EUR

$364.27 USD *

$0.00 USD

$11,927.29 USD

Current Month: $0.00 USD

Last 3 Months:  $6,609.66 USD
$4,555.94 USD
$0.00 USD

$364.27 USD* (0 % - $0.00 USD)
€283.41 EUR [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

Primary

Confirmed

Active

trustytimes@gmail.com

Aliases

Name

Login Alias

Privileges

Active

Phone numbers

Phone Number

Type

Confirmation Status

Addresses

Home

Unconfirmed - No Attempt

Date Entered
11/25/2008

IP Summary

Address

Use

(Home)

1Ps Logins First Used Last Used Status
219.146.253.206 1 Jul 11, 2009 16:39:36 GMT+08:00 Jul 11, 2009 16:39:36 GMT+08:00

219.146.253.149 8 Dec 1, 2008 21:45:29 GMT+08:00 Feb 11, 2009 18:55:28 GMT+08:00

221.0.203.252 7 Dec 30, 2008 22:52:53 GMT+08:00 Jan 19, 2009 16:50:47 GMT+08:00

219.146.253.150 10 Dec 3, 2008 10:03:57 GMT+08:00 Jan 8, 2009 17:17:53 GMT+08:00

221.215.245.94 2 Jan 3, 2009 23:34:28 GMT+08:00 Jan 4, 2009 00:28:24 GMT+08:00

123.235.243.75 Jan 2, 2009 11:29:55 GMT+08:00 Jan 2, 2009 11:29:55 GMT+08:00

218.57.64.98 1 Dec 31, 2008 20:03:45 GMT-+08:00 Dec 31, 2008 20:03:45 GMT+08:00

219.146.253.147 (Signup) 11 Nov 26, 2008 01:34:54 GMT+08:00 Dec 26, 2008 16:15:00 GMT+08:00

219.146.253.148 2 Dec 11, 2008 13:54:46 GMT+08:00 Dec 15, 2008 10:26:54 GMT+08:00

IP Protection | Disabled [Toggle]
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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Restrictions

Restriction Attack Case ID Time Restricted Time Lifted
SRO - Suspicious Merchant Identity Jan 1, 2013 01:26:09 GMT+08:00
AUP No Account Closure Jan 22, 2009 10:09:39 GMT+08:00
SRO - High Risk Selling Activity Jan 21, 2009 07:20:51 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country  Bank Info Bank Acct #
Individual ~ Active Confirmed REERRIT BRI CN I 1 533
(rand dep)
Checking  Active - Pimary  Unconfirned CHINA MERCHANTS Yin HK 21F 12 HARCOURT -9558
(rand dep not BANK HONG KONG Gang ROAD CENTRAL
yet initiated) BRANCH (Bank location)
860 (Branch code)
238 (Bank code)

Credit cards

Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards

Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file

Secure Card Attributes
Biling Address:

Secure Card Numbers: | N/A
[View all card numbers]

Backup Funding Source: | N/A
Daily Spending Limit I $500 Ll

PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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PayPal

Account Info for & &

Page 1 of 2

(Cao Xiao)
User Info Account Info
First Name: | & Account Status: | Limited - High
Middle Narme: Account #: | | 6208
LastName: | & Account Type: | Premier - Chinese Unverified (China)
SSN: Time Created: | Oct 24, 2012 16:31:25 GMT+08:00
TIN: Financials
oos: | I Account Balance: | -$5,024.30 USD
Credit Card Statement | CXIAO2015 Total Amount Sent (USD | $0.00 USD
Name: Equiv):
Email: | cxia02015@gmail.com Total Amount Received: | $23,449.90 USD
Business Info Amount Received: | Current Month: $0.00 USD
Name: (Amonth is determined by | ¢ 3 \jonths: $22,640.90 USD
user’s signup date, NOT by
. caterdar month: $0.00 USD
URL: a calendar month) $0.00 USD

Customer Service Phone:

E-mail

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

$0.00 USD* (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

Primary

Confirmed

Active

cxiao2015@gmail.com

Aliases

Name

Login Alias

Privileges

Active

Phone numbers

Phone Number

Type

Confirmation Status

Addresses

Home

Unconfirmed - No Attempt

Date Entered

Address

10/24/2012

IP Summary

Use

(Home)

IPs Logins First Used Last Used Status

183.40.238.13 2 Nov 7, 2012 00:27:20 GMT+08:00 Nov 7, 2012 00:36:12 GMT+08:00

113.112.67.204 1 Oct 31, 2012 23:15:56 GMT+08:00 Oct 31, 2012 23:15:56 GMT+08:00

183.40.170.177 1 Oct 28, 2012 17:21:14 GMT+08:00 Oct 28, 2012 17:21:14 GMT+08:00

113.112.16.33 2 Oct 26, 2012 19:04:43 GMT+08:00 Oct 26, 2012 19:08:55 GMT+08:00

14.147.97.160 1 Oct 25, 2012 02:12:43 GMT+08:00 Oct 25, 2012 02:12:43 GMT+08:00

219.136.49.85 (Signup) 2 Oct 24, 2012 16:31:26 GMT+08:00 Oct 24, 2012 16:49:26 GMT+08:00

IP Protection | Disabled [Toggle]

Restrictions

Restriction Attack Case ID Time Restricted Time Lifted

SRO - Suspicious Merchant Identity Dec 14, 2012 01:45:00 GMT+08:00
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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AUP Account Closure
SRO - High Risk Selling Activity

Oct 25, 2012 03:18:45 GMT+08:00
Oct 24, 2012 17:05:02 GMT+08:00

Page 2 of 2

Banks
Type Status Confirmed Bank Name Name Routing # Bank Acct #
No Banks on file
Credit cards
Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards
Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file
Secure Card Attributes
Biling Address:
Secure Card Numbers: | N/A
[View all card numbers]
Backup Funding Source: | N/A
Daily Spending Limit | | 500 '+
PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available
Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method
No Mobile payments on file
The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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PayPal

Account Info for Zhilin Yang

User Info

First Name: | Zhilin
Middle Name:

Last Name: | Yang
SSN:
TIN:

poe: | I
Credit Card Statement | ZHILINYANG1

Name:

Email: | zhilinyang135@gmail.com

Business Info
Name:
URL:

Customer Service Phone:

Account Info
Account Status:
Account #:
Account Type:
Time Created:

Financials

Account Balance:

Total Amount Sent (USD
Equiv):

Total Amount Received:
Amount Received:

(A month is determined by

user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Limited - High
[ BE
Premier - Chinese Verified (China)

Feb 4, 2012 09:42:41 GMT+08:00

$75,150.16 USD (Primary)
€8.44EUR

$75,161.00USD *
$0.00 USD

$87,681.33 USD

Current Month: $0.00 USD

Last 3 Months: $74,002.52 USD
$9,681.00 USD
$0.00 USD

$75,161.00 USD* (0 % - $0.00 USD)
€8.44 EUR
$75,150.16 USD [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail
E-mail Primary Confirmed Active
zhilinyang135@gmail.com v v v
Aliases
Name Login Alias Privileges Active
Phone numbers
Phone Number Type Confirmation Status
Home - Deleted Unconfirmed - No Attempt
Mobile Unconfirmed - No Attempt

Addresses

Date Entered

7/2/2012

5/25/2012

2/3/2012

IP Summary

Address

Use

(Home)

IPs Logins First Used Last Used Status
183.40.36.193 1 Nov 21, 2012 16:54:08 GMT+08:00 Nov 21, 2012 16:54:08 GMT+08:00
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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59.42.233.171
119.131.98.10
183.40.55.131
121.14.162.43
121.14.162.109
113.112.114.102
218.19.205.98
113.112.233.168
59.42.61.170
116.23.2.23
59.42.61.126
183.5.191.172
59.42.233.152
183.41.168.221
14.147.96.45
14.155.69.212
183.5.191.228
218.19.207.89
219.133.151.209
116.23.199.37
116.23.159.82
116.23.0.177
183.41.14.150
116.23.0.196
14.147.99.33
116.23.158.242
116.23.0.253
113.97.99.250
183.41.193.79
183.5.190.79
59.42.61.11
59.42.61.165
116.23.2.214
116.23.199.27
183.41.91.210
183.41.65.178
113.114.93.84
183.41.135.65
113.114.99.139
113.114.139.153
113.114.51.34
183.41.163.32
113.114.39.129
183.41.199.38
113.114.67.154
113.114.156.204
113.114.148.175
183.41.29.79
183.41.138.155
183.41.204.151
183.41.7.205
113.114.151.172

R P R P R R P R RPNRPRPRRPRPRRPRPRPRPRPRRRPEPNROORRPRNERPRRNIERRPRPRNNRIERLRRPRLRERERNGERIERRERRPRPPRN

Nov 18, 2012 22:19:07 GMT+08:00
Nov 19, 2012 16:39:57 GMT+08:00
Nov 15, 2012 01:46:11 GMT+08:00
Nov 12, 2012 01:22:37 GMT+08:00
Nov 5, 2012 17:58:42 GMT+08:00
Sep 7, 2012 01:12:23 GMT+08:00
Aug 31, 2012 12:21:24 GMT+08:00
Aug 29, 2012 19:34:08 GMT+08:00
Aug 15, 2012 17:59:31 GMT+08:00
Aug 12, 2012 18:26:17 GMT+08:00
Aug 2, 2012 02:24:35 GMT+08:00
Jul 26, 2012 16:14:18 GMT+08:00
Jul 26, 2012 12:40:26 GMT+08:00
Jul 17, 2012 01:41:44 GMT+08:00
Jul 14, 2012 18:08:19 GMT+08:00
Jul 7, 2012 13:10:20 GMT+08:00
Jul 3, 2012 00:16:02 GMT+08:00
Jun 26, 2012 01:01:30 GMT+08:00
Jun 16, 2012 00:52:14 GMT+08:00
Jun 14, 2012 00:28:01 GMT+08:00
Jun 11, 2012 15:48:25 GMT+08:00
Jun 8, 2012 19:05:17 GMT+08:00
Jun 8, 2012 00:31:13 GMT+08:00
Jun 4, 2012 14:57:21 GMT+08:00
Jun 5, 2012 23:39:25 GMT+08:00
Jun 5, 2012 12:06:39 GMT+08:00
Jun 5, 2012 02:50:08 GMT+08:00
Jun 2, 2012 02:28:27 GMT+08:00
Jun 1, 2012 14:55:15 GMT+08:00
May 31, 2012 12:17:53 GMT+08:00
May 30, 2012 14:45:25 GMT+08:00
May 29, 2012 12:12:22 GMT+08:00
May 28, 2012 16:10:12 GMT+08:00
May 26, 2012 12:18:47 GMT+08:00
May 25, 2012 18:10:56 GMT+08:00
May 25, 2012 15:43:56 GMT+08:00
May 24, 2012 15:20:08 GMT+08:00
May 23, 2012 16:00:58 GMT+08:00
May 23, 2012 15:48:59 GMT+08:00
May 22, 2012 23:14:05 GMT+08:00
May 22, 2012 14:46:54 GMT+08:00
May 22, 2012 04:26:16 GMT+08:00
May 19, 2012 15:15:31 GMT+08:00
May 18, 2012 23:01:45 GMT+08:00
May 17, 2012 16:16:42 GMT+08:00
May 14, 2012 15:17:26 GMT+08:00
May 10, 2012 11:56:23 GMT+08:00
May 7, 2012 13:03:35 GMT+08:00
May 7, 2012 12:20:20 GMT+08:00
May 7, 2012 12:11:05 GMT+08:00
May 7, 2012 01:41:52 GMT+08:00
May 5, 2012 02:35:30 GMT+08:00

https://admin.paypal.com/cgi-bin/admin

Nov 20, 2012 18:30:58 GMT+08:00
Nov 19, 2012 16:39:57 GMT+08:00
Nov 15, 2012 01:46:11 GMT+08:00
Nov 12, 2012 01:22:37 GMT+08:00
Nov 5, 2012 17:58:42 GMT+08:00
Sep 7, 2012 01:12:23 GMT+08:00
Aug 31, 2012 12:21:24 GMT+08:00
Aug 29, 2012 19:34:08 GMT+08:00
Aug 15, 2012 18:11:06 GMT+08:00
Aug 12, 2012 18:26:17 GMT+08:00
Aug 2, 2012 02:24:35 GMT+08:00
Jul 26, 2012 16:14:18 GMT+08:00
Jul 26, 2012 12:40:26 GMT+08:00
Jul 17, 2012 01:41:44 GMT+08:00
Jul 14, 2012 18:10:37 GMT+08:00
Jul 7, 2012 13:18:17 GMT+08:00
Jul 3, 2012 00:16:02 GMT+08:00
Jun 26, 2012 01:01:30 GMT+08:00
Jun 16, 2012 00:52:14 GMT+08:00
Jun 14, 2012 00:28:01 GMT+08:00
Jun 11, 2012 16:24:18 GMT+08:00
Jun 8, 2012 19:05:17 GMT+08:00
Jun 8, 2012 00:31:13 GMT+08:00
Jun 6, 2012 15:37:03 GMT+08:00
Jun 5, 2012 23:39:25 GMT+08:00
Jun 5, 2012 12:06:39 GMT+08:00
Jun 5, 2012 02:50:08 GMT+08:00
Jun 3, 2012 02:05:40 GMT+08:00
Jun 1, 2012 14:55:15 GMT+08:00
May 31, 2012 12:39:00 GMT+08:00
May 30, 2012 14:45:25 GMT+08:00
May 29, 2012 12:12:22 GMT+08:00
May 28, 2012 16:10:12 GMT+08:00
May 26, 2012 12:18:47 GMT+08:00
May 25, 2012 18:10:56 GMT+08:00
May 25, 2012 15:43:56 GMT+08:00
May 24, 2012 15:20:08 GMT+08:00
May 23, 2012 16:00:58 GMT+08:00
May 23, 2012 15:48:59 GMT+08:00
May 22, 2012 23:14:05 GMT+08:00
May 22, 2012 14:46:54 GMT+08:00
May 22, 2012 04:26:16 GMT+08:00
May 19, 2012 15:19:07 GMT+08:00
May 18, 2012 23:01:45 GMT+08:00
May 17, 2012 16:16:42 GMT+08:00
May 14, 2012 15:17:26 GMT+08:00
May 10, 2012 11:56:23 GMT+08:00
May 7, 2012 13:03:35 GMT+08:00
May 7, 2012 12:20:20 GMT+08:00
May 7, 2012 12:11:05 GMT+08:00
May 7, 2012 01:41:52 GMT+08:00
May 5, 2012 02:35:30 GMT+08:00
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183.41.69.204 1 May 5, 2012 01:17:28 GMT+08:00 May 5, 2012 01:17:28 GMT+08:00
183.41.103.65 1 May 4, 2012 11:56:52 GMT+08:00 May 4, 2012 11:56:52 GMT+08:00
116.23.198.21 2 Apr 28, 2012 12:48:24 GMT+08:00 Apr 28, 2012 12:49:05 GMT+08:00
58.63.228.118 (Signup) 2 Feb 4, 2012 09:42:42 GMT+08:00 Feb 4, 2012 09:46:26 GMT+08:00
IP Protection | Disabled [Toggle]
Restrictions
Restriction Attack Case ID Time Restricted Time Lifted
AUP Account Closure Jun 1, 2012 09:42:45 GMT+08:00
SRO - High Risk Selling Activity May 22, 2012 20:27:19 GMT+08:00
SRO - Suspicious Merchant Identity May 4, 2012 00:51:42 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual Active Confirmed E TRERAT S CN I 3101
(rand dep)
Credit cards
Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards
Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file
Secure Card Attributes
Biling Address:

Secure Card Numbers: | N/A
[View all card numbers]

Backup Funding Source: | N/A
Daily Spending Limit I $500 vl

PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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User Info
First Name:
Middle Name:
Last Name:

Credit Card Statement
Name:

Email:

Business Info
Name:
URL:

Customer Service Phone:

E-mail

liufang

YANGLIUFANG

yangliufang67@gmail.com

Account Info
Account Status:
Account #:
Account Type:
Time Created:

Financials
Account Balance:
Total Amount Sent (USD
Equiv):
Total Amount Received:

Amount Received:
(A month is determined by
user’s signup date, NOT by
a calendar month)

Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Limited - High

I

Premier - Chinese Verified (China)

Apr 1, 2012 19:53:06 GMT+08:00

$0.00 USD
$0.00 USD

$45,226.37 USD

Current Month: $0.00 USD
Last 3 Months: $7,102.00 USD

$35,070.37 USD
$0.00 USD

$0.00 USD* (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

Primary

Confirmed

Active

yangliufang67@gmail.com

Aliases

v

L4 W

Name

Login Alias

Privileges

Active

Phone numbers

Phone Number

Type

Confirmation Status

Addresses

Home

Unconfirmed - No Attempt

Date Entered

Address

Use

6/29/2012

6/15/2012

4/1/2012

IP Summary

(Home)

1Ps Logins First Used Last Used Status
59.42.233.171 1 Nov 22, 2012 00:19:26 GMT+08:00 Nov 22, 2012 00:19:26 GMT+08:00

121.14.162.100 1 Nov 7, 2012 03:01:32 GMT+08:00 Nov 7, 2012 03:01:32 GMT+08:00

183.41.34.212 1 Jul 27, 2012 21:49:58 GMT+08:00 Jul 27, 2012 21:49:58 GMT+08:00

183.0.11.44 1 Jul 26, 2012 23:32:04 GMT+08:00 Jul 26, 2012 23:32:04 GMT+08:00

183.5.191.172 3 Jul 26, 2012 18:09:09 GMT+08:00 Jul 26, 2012 18:31:58 GMT+08:00
https://admin.paypal.com/cgi-bin/admin 12/31/2012
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59.42.61.135
218.19.207.157
59.42.63.125
116.23.154.245
14.147.96.13
218.19.207.189
219.134.23.104
219.133.151.209
183.5.191.154
14.147.98.37
116.23.159.82
14.147.97.78
59.42.235.128
218.19.204.222
116.23.0.196
113.114.124.217
183.41.147.95
113.114.109.125
113.114.79.133
113.114.199.127
183.63.72.202 (Signup)

W Rk R RPRP R NNWERPROO PR R R P RNR O PR R

Jul 9, 2012 12:21:08 GMT+08:00
Jul 5, 2012 01:35:01 GMT+08:00
Jun 15, 2012 15:54:18 GMT+08:00
Jun 30, 2012 03:13:49 GMT+08:00
Jun 27, 2012 22:41:48 GMT+08:00
Jun 25, 2012 12:12:14 GMT+08:00
Jun 17, 2012 01:32:40 GMT+08:00
Jun 16, 2012 00:47:04 GMT+08:00
Jun 13, 2012 17:53:07 GMT+08:00
Jun 13, 2012 00:44:24 GMT+08:00
Jun 11, 2012 16:19:07 GMT+08:00
Jun 8, 2012 11:59:59 GMT+08:00
Jun 7, 2012 12:01:39 GMT+08:00
Jun 6, 2012 22:41:05 GMT+08:00
Jun 4, 2012 15:37:35 GMT+08:00
Jun 3, 2012 23:55:30 GMT+08:00
Jun 1, 2012 15:13:47 GMT+08:00
May 30, 2012 15:49:26 GMT+08:00
May 28, 2012 23:27:01 GMT+08:00
May 25, 2012 17:02:33 GMT+08:00
Apr 1, 2012 19:53:07 GMT+08:00

IP Protection | Disabled [Toggle]

Restrictions

Jul 9, 2012 12:21:08 GMT+08:00
Jul 5, 2012 01:35:01 GMT+08:00
Jun 30, 2012 17:03:54 GMT+08:00
Jun 30, 2012 03:13:49 GMT+08:00
Jun 27, 2012 23:34:41 GMT+08:00
Jun 25, 2012 12:12:14 GMT+08:00
Jun 17, 2012 01:32:40 GMT+08:00
Jun 16, 2012 00:47:04 GMT+08:00
Jun 13, 2012 17:53:07 GMT+08:00
Jun 13, 2012 00:44:24 GMT+08:00
Jun 12, 2012 16:49:32 GMT+08:00
Jun 8, 2012 11:59:59 GMT+08:00
Jun 7, 2012 13:32:25 GMT+08:00
Jun 6, 2012 23:44:52 GMT+08:00
Jun 6, 2012 16:19:03 GMT+08:00
Jun 3, 2012 23:55:30 GMT+08:00
Jun 1, 2012 15:13:47 GMT+08:00
May 30, 2012 15:49:26 GMT+08:00
May 28, 2012 23:27:01 GMT+08:00
May 25, 2012 17:02:33 GMT+08:00
Apr 1, 2012 19:59:49 GMT-+08:00

Restriction Attack Case ID Time Restricted Time Lifted
AUP Account Closure Jun 4, 2012 11:13:05 GMT+08:00

SRO - High Risk Selling Activity Jun 3, 2012 08:22:16 GMT+08:00

SRO - Suspicious Merchant Identity May 26, 2012 00:14:34 GMT+08:00
Banks

Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #

Individual ~ Active Confirmed PE TR wE  CN [ e

(rand dep)

Credit cards

Type Status Confirmed Name CC Number Currency Issuer
No Credit cards on file
Debit cards

Type DC Number Status Req Date Act Date ATM Limit POS Limit
No Debit cards on file
Secure Card Attributes

Billing Address:

PayPal Credit

PayPal Credit Account Details

Secure Card Numbers: | N/A

Backup Funding Source: | N/A

Daily Spending Limit |$500 vl

Page 2 of 3

[View all card numbers]

PayPal Credit Account Number:
Expiration Date:
Account Status:
Funding Source Availability: | Disabled
Authorized Users: | Not Available

https://admin.paypal.com/cgi-bin/admin

[View History]
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Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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PayPal

Account Info for LiuFang yang

User Info Account Info
First Name: | LiuFang Account Status:
Middle Name: Account #:
Last Name: | yang Account Type:
SSN: Time Created:
TIN: Financials
DOB: _ Account Balance:
Credit Card Statement | YANGLIUFANG Total Amount Sent (USD
Name: L
Equiv):
Email: | yangliufang78@gmail.com
Total Amount Received:
Business Info Amount Received:
Name: (A month is determined by
user’s signup date, NOT by
URL:

Customer Service Phone:

E-mail

a calendar month)
Pending Balance To Be
Released:

Minimum Reserve
Balance:

Rolling Reserve Balance:

Limited - High

225

Premier - Chinese Verified (China)

Apr 1, 2012 23:55:34 GMT+08:00

$0.00 USD
$0.00 USD

$58,295.00 USD

Current Month: $0.00 USD
Last 3 Months: $56,436.00 USD

$0.00 USD
$0.00 USD

$0.00 USD* (0 % - $0.00 USD) [Details]

$0.00 USD* (0 % - O days) [Details]

E-mail

Primary

Confirmed

Active

yangliufang78@gmail.com

Aliases

v

L4 W

Name

Login Alias

Privileges

Active

Phone numbers

Phone Number

Type

Confirmation Status

Addresses

Home

Unconfirmed - No Attempt

Date Entered
5/3/2012

Address

4/1/2012

IP Summary

Use

(Home)

1Ps Logins First Used Last Used Status
113.88.143.137 2 Oct 13, 2012 11:39:16 GMT+08:00 Oct 13, 2012 13:24:51 GMT+08:00

59.42.63.120 1 Sep 29, 2012 01:42:20 GMT+08:00 Sep 29, 2012 01:42:20 GMT+08:00

183.5.191.172 1 Jul 26, 2012 18:49:49 GMT+08:00 Jul 26, 2012 18:49:49 GMT+08:00

59.42.233.152 1 Jul 26, 2012 12:31:10 GMT+08:00 Jul 26, 2012 12:31:10 GMT+08:00

218.19.207.89 1 Jun 25, 2012 21:49:08 GMT+08:00 Jun 25, 2012 21:49:08 GMT+08:00

116.23.1.114 1 Jun 22, 2012 12:20:32 GMT+08:00 Jun 22, 2012 12:20:32 GMT+08:00

116.23.0.177 1 Jun 8, 2012 17:00:28 GMT+08:00 Jun 8, 2012 17:00:28 GMT+08:00

218.19.204.222 1 Jun 6, 2012 23:24:39 GMT+08:00 Jun 6, 2012 23:24:39 GMT+08:00

116.23.0.196 1 Jun 6, 2012 15:52:40 GMT+08:00 Jun 6, 2012 15:52:40 GMT+08:00

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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183.5.190.79
50.42.61.11
116.23.2.214
116.23.1.158
116.23.3.14
14.147.98.71
116.23.3.107
14.147.96.237
183.5.190.109
14.147.97.60
50.42.233.165
14.147.98.141
218.19.207.42
183.43.193.71
14.155.70.108
183.43.235.168
121.34.76.77
50.42.233.217
218.19.205.179
14.147.96.125
50.42.62.13
218.19.205.73
119.129.121.154
14.147.96.225
14.147.99.40
218.19.204.150
50.42.234.89
183.41.255.124
116.23.158.243
178.238.137.238
59.42.235.115
116.23.3.83
50.42.60.39
113.114.116.133
113.114.18.44
113.114.201.143
113.114.111.9
113.114.196.193
113.115.176.145
113.114.177.153
183.41.182.49
113.114.237.233
113.114.20.123
183.41.239.142
119.129.121.162 (Signup)

IP Protection | Disabled

Restrictions

N RPN P PP PP P RPN®RP P PP ®R PP ®O®N®RPRRPNNNERRERPRPRPRPAMRPRP®RNER®WPR P

May 31, 2012 17:09:35 GMT+08:00
May 30, 2012 15:58:31 GMT+08:00
May 23, 2012 16:22:33 GMT+08:00
May 22, 2012 11:31:19 GMT+08:00
May 21, 2012 16:04:02 GMT+08:00
May 19, 2012 04:28:31 GMT+08:00
May 17, 2012 15:36:36 GMT+08:00
May 18, 2012 00:13:48 GMT+08:00
May 16, 2012 17:56:40 GMT+08:00
May 15, 2012 15:15:32 GMT+08:00
May 15, 2012 00:54:23 GMT+08:00
May 14, 2012 15:26:08 GMT+08:00
May 12, 2012 23:21:58 GMT+08:00
May 12, 2012 12:36:56 GMT+08:00
May 12, 2012 03:35:02 GMT+08:00
May 11, 2012 23:43:11 GMT+08:00
May 11, 2012 16:55:24 GMT+08:00
May 10, 2012 22:23:26 GMT+08:00
May 10, 2012 01:53:35 GMT+08:00
May 9, 2012 16:15:49 GMT+08:00
May 9, 2012 11:59:07 GMT+08:00
May 9, 2012 03:35:17 GMT+08:00
May 8, 2012 22:58:46 GMT+08:00
May 7, 2012 23:51:09 GMT+08:00
May 7, 2012 15:19:04 GMT+08:00
May 6, 2012 01:16:24 GMT+08:00
May 5, 2012 12:10:10 GMT+08:00
May 4, 2012 15:48:46 GMT+08:00
May 4, 2012 11:27:27 GMT+08:00
May 3, 2012 17:05:55 GMT+08:00
May 3, 2012 16:30:51 GMT+08:00
May 3, 2012 16:07:32 GMT+08:00
May 3, 2012 11:34:56 GMT+08:00
May 2, 2012 04:39:34 GMT+08:00
Apr 29, 2012 02:27:05 GMT+08:00
Apr 27,2012 12:17:59 GMT+08:00
Apr 26, 2012 11:59:49 GMT+08:00
Apr 23, 2012 02:58:48 GMT+08:00
Apr 21, 2012 01:07:55 GMT+08:00
Apr 20, 2012 03:34:46 GMT+08:00
Apr 16, 2012 16:19:49 GMT+08:00
Apr 16, 2012 16:03:30 GMT+08:00
Apr 15, 2012 22:45:53 GMT+08:00
Apr 14, 2012 17:02:29 GMT+08:00
Apr 1, 2012 23:55:35 GMT+08:00

[Toggle]

May 31, 2012 17:09:35 GMT+08:00
May 30, 2012 15:58:31 GMT+08:00
May 25, 2012 15:33:40 GMT+08:00
May 22, 2012 11:31:19 GMT+08:00
May 21, 2012 16:27:51 GMT+08:00
May 19, 2012 04:28:31 GMT-+08:00
May 18, 2012 15:08:23 GMT+08:00
May 18, 2012 00:13:48 GMT+08:00
May 16, 2012 17:56:40 GMT+08:00
May 15, 2012 18:55:09 GMT+08:00
May 15, 2012 00:54:23 GMT+08:00
May 14, 2012 15:26:08 GMT+08:00
May 12, 2012 23:21:58 GMT+08:00
May 12, 2012 12:36:56 GMT+08:00
May 12, 2012 03:35:02 GMT+08:00
May 11, 2012 23:43:11 GMT+08:00
May 11, 2012 17:40:23 GMT-+08:00
May 11, 2012 02:18:10 GMT+08:00
May 10, 2012 13:44:24 GMT-+08:00
May 9, 2012 17:37:25 GMT+08:00
May 9, 2012 11:59:07 GMT+08:00
May 9, 2012 03:35:17 GMT+08:00
May 9, 2012 00:15:27 GMT+08:00
May 8, 2012 11:40:59 GMT+08:00
May 7, 2012 22:00:06 GMT+08:00
May 6, 2012 01:16:24 GMT+08:00
May 5, 2012 12:10:10 GMT+08:00
May 4, 2012 15:48:46 GMT+08:00
May 4, 2012 12:28:51 GMT+08:00
May 3, 2012 17:05:55 GMT+08:00
May 3, 2012 16:30:51 GMT+08:00
May 3, 2012 16:07:32 GMT+08:00
May 3, 2012 11:34:56 GMT+08:00
May 2, 2012 05:15:28 GMT+08:00
Apr 29, 2012 03:10:05 GMT+08:00
Apr 27,2012 12:17:59 GMT+08:00
Apr 26, 2012 11:59:49 GMT+08:00
Apr 23, 2012 02:58:48 GMT+08:00
Apr 21, 2012 01:07:55 GMT+08:00
Apr 20, 2012 03:34:46 GMT+08:00
Apr 16, 2012 16:19:49 GMT+08:00
Apr 16, 2012 16:03:30 GMT+08:00
Apr 15, 2012 23:24:36 GMT+08:00
Apr 14, 2012 17:02:29 GMT+08:00
Apr 2, 2012 00:07:32 GMT+08:00

Restriction

Attack Case ID

Time Restricted

Time Lifted

SRO - Suspicious Merchant Identity
AUP Account Closure
SRO - High Risk Selling Activity

https://admin.paypal.com/cgi-bin/admin

Jan 1, 2013 02:31:30 GMT+08:00
May 2, 2012 16:48:01 GMT+08:00
Apr 30, 2012 14:42:14 GMT+08:00

Page 2 of 3
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BRO - Intermediary/Exit Apr 16, 2012 06:16:00 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual  Active Confirmed FRERIRARST s CN I o7
(rand dep)

Credit cards

Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards

Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file

Secure Card Attributes
Billing Address:

Secure Card Numbers: | N/A
[View all card numbers]

Backup Funding Source: | N/A
Daily Spending Limit I $500 vI

PayPal Credit
PayPal Credit Account Details
PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]
Funding Source Availability: | Disabled
Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Go to top
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.

https://admin.paypal.com/cgi-bin/admin 12/31/2012
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PayPal

Account Info for Jinfa Yang

User Info Account Info
First Name: | Jinfa Account Status: | Limited - High
Middle Name: Account #: | | 0450

Last Name: | Yang Account Type: | Premier - Chinese Unverified (China)

SSN: Time Created: | Dec 18, 2010 15:36:38 GMT+08:00
TIN: Financials
pos: | I Account Balance: | $0.00 USD
Credit Card Statement | BIGEXPORTER

Total Amount Sent (USD | $0.00 USD
Name: L
Equiv):

Email: | bigexporters@gmail.com
Total Amount Received: | $0.00 USD

Business Info Amount Received: | Current Month: $0.00 USD
Name: (A month is determined by Last 3 Months: $0.00 USD
user's signup date, NOT by ) $0.00 USD
URL: :
a calendar month) $0.00 USD
Customer Service Phone:
Pending Balance To Be
Released:
Minimum Reserve | $0.00 USD* (0 % - $0.00 USD) [Details]
Balance:

Rolling Reserve Balance: | $0.00 USD* (0 % - O days) [Details]

E-mail
E-mail Primary Confirmed Active
bigexporters@gmail.com ' v v
Aliases
Name Login Alias Privileges Active

Phone numbers

Phone Number Type Confirmation Status
] Home Unconfirmed - No Attempt
Addresses
Date Entered Address Use
12/18/2010 (Home)
IP Summary
IPs Logins First Used Last Used Status
119.131.172.70 (Signup) 3 Dec 18, 2010 15:36:40 GMT+08:00 Dec 18, 2010 21:24:08 GMT+08:00
IP Protection | Disabled [Toggle]
Restrictions
Restriction Attack Case ID Time Restricted Time Lifted
SRO - Suspicious Merchant Identity Jan 1, 2013 02:09:40 GMT+08:00
TERMS - Multiple Accounts Aug 21, 2011 03:09:50 GMT+08:00
AUP Account Closure Dec 19, 2010 22:17:46 GMT+08:00
Banks
Type Status Confirmed Bank Name Name Country Bank Info Bank Acct #
Individual ~ Active Unconfirmed China Construction Bank wek CN [ pGee
(rand dep sent)

Credit cards
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Case 1:12-cv-09338-SAS Document 25-1 Filed 06/06/13 Page 80 of 80

Type Status Confirmed Name CC Number Exp. Currency Issuer
No Credit cards on file
Debit cards

Type DC Number Status Req Date Act Date Exp Date ATM Limit POS Limit
No Debit cards on file

Secure Card Attributes

Billing Address:

Secure Card Numbers: | N/A

[View all card numbers]

Backup Funding Source: | N/A

Daily Spending Limit |$500 vl

PayPal Credit

PayPal Credit Account Details

PayPal Credit Account Number:
Expiration Date:
Account Status: [View History]

Funding Source Availability: | Disabled

Authorized Users: | Not Available

Auctions
Auction User ID Auction Manager
User ID
No Auctions on file
Mobile payments
Phone Number Status Pending Payment Notification Preferences Date Added Signup Method

No Mobile payments on file

The information is intended only for the person or entity to which it is addressed and may contain confidential and/or
privileged material. Any review, retransmission, dissemination or other use of, or taking of any action in reliance upon, this
information by persons or entities other than the intended recipient is prohibited. If you received this information in error,
please contact the sender or delete the material from any computer.
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